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DOMESTH: SECURITY ENBANCEMENT ACT OF 2003

SECTHMN-BY-SECTION ANMALYSLS

Title §: Enhancing National Securiry ._-"'mthur'itil.’:s
Subtitle A: Foreign Inteltigence Swrveillance Act Amendments

Yeedion 101; lndividual Terrorists as Foreipn Powers.

Under 50 L. § 1501{2)(4), the definiticn of *laregn power” includes proups chat cngage
in imernational e rorism, but does oot 1cach unaffiliated individuals who do s A g resull,
investigacions of “lone wall" rerrorists ae 'sleeper cells” may nat be authorized under FiSA  Such
invesUgancng hercfore must proveed nader tee stiicier stndands and shorter time perinds set
tarth in Titde I potentialy resulting i unpecessary and danpeous delays and preater
adeministative hurden  This prevision would expand FISA™s defniticn af “fureigh nomes™ (0
include @} peasons, cegardless of whether they are atfiliuted with an internanonil wronst groap.
who cngage in intemnational LEFTansm.

Section 102: Clandestine Intelligence Activitles by Agent af a Foreign Fower.

FISA conently defines “apent af a farelgn poswer” to inctude 2 person who knowngly
enpapes i clandestime intelbigence pathering actrveies on behalt of fareign power—but only if
thrse activities “ivalve of may imvolve a violation of " federal eriminal kaw. Requiring the
achilitional showing that the imelligence pathering wialates the laws of the 1lniled States is both
unmecessary amd counterproductive, as sizh activines threatsn the nativnal securily repardbess of
wigrher they are illegal. This movision would grepad The definiticns gontatsed n SILS L
5 180 1L{kIIZIA} & (B). Aty person who cagages i clandeslioe intetli pence patherlip activils
for & foreign prwer would qualify as an “apent of 1 foecign prwer.” regardless of whether those
activities we federal oriams

Seetion 103 Strengthening Wartime Authovities Under F15A-

Under 50 U5 O 36 1511, 1829 & 1844, che Aoy Cienoral may amthares, without the
prire sppruval of the FISA Court, eleciranic surveillance, plsical searchss, or the use of pen
regristors For A period of 1 days folleeriog o congressianil declaration of war. This wartirc
exceptinn 3% unnes essanly pamnws (nay he invobed anly when Cungress tormally has declasd
WAr 4 Tare event i1 the naion's histacy wnd something it Jas nor accnrred i meare than sxry
yuins  This provasion would expand FESA 'S walime exceplean by alloweing the warlime excuplon
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1 e invoked aiter Congress anthorizes the use of military force, or afier the United Siates has
suffered an wllack croating an nabiandl emcrgency.

Section 14 Strengthening FI%A's Presidential Authorization Exccplion.

50US.C B 1E02 allows the Atlconey General 10 authotize clectronic sumaeillance forwp to 2
wear, withaut the FISA Coun’s prior approval, in twi namow cicumstances {1} 1 the
surveillance 18 are directed salely al comrunications belwesn foreign powers. o (2} if the
swrveillance 35 directed solely uf the acquisition of wehrical inlcllipence, ather than spoken
sarorunications, frem properly under the exclusive control of a foreign power. 1n addition, Lhe
Agarney General rowst cormify that ters 05 o suhstantial likelihood thar such sunoellance will
auguire the comprmicatuns of L. persons. (In casence, § 1802 authorizes the survelllance uf’
commnications beteeen foreipn govemments, and lWetreen foreimm governmen ane 1s
embassy ) Section 1¥02 is of limed nse, however, hecause it explicifty probtbis efforls w
acquire spuken cormuttications. (N such limitation exists in the paralic] exception for phiysical
scarches, S0 1160 & 1822(a), under which agents presuinably cowld inflluate a forelgn powe: '
praparty for the purpose of overhearing conversations } This provision would enhance the
pressdental autharization skception by eliminating, te cequirement that electionic sarveillance
canmed b digected at the sprken comatiumeations of foreim powes.

Section 105 Law Enforcement Use of F[54 InfurmAation

ST L § 1904h) qumently prohibits the tisclosure of information “{or lawe enfarcement
purposes'’ unbess the diselosure inchedes 1 starement Lhat the information cann be used o a
cricennal procesding without the Attorney Ceneral 's achvance authorizaion. This provisicn would
amend 4§ [R308(1) 10 give federal investipatons and proseoutors groaler Mextbdity o use Fl15A
olaattied siarmeation. Specifically, o would ehiminate D roguirement that e Anamey Leneal
personally appaoyve the use of such infunnation in the eriminal context, and would spbstiare 3
coguicermeat that such use be appmaved by the Anomey Gencest, the Theputy Attarmney Tieneral. e
Associse Allvmey General, or an Assisuod Artomey Gieneral demgnated by the Altomey
Croneral

Section 196 Defense ol Relignee on Antharization.

S0 10507 B8 LEO9{b) and |82} create a defense for sgents who engage m anauthonzed
s veiliamce of searchies, or who distlose imtamaation withool autharizatian, if (hey wers 1elying
an an order issued by the FISA Unurt, Tlowever, there docs mot appear w be @ stataiary defense
Fon wgents who enpage in survedllunce or searches pursuant W FLSA anthorities under winch nu
prinT couret appooval 15 reguercd—e.g L puriuant 1o FISA's wirlime gxceplion (S0 L a0 46 18T,
1820 & 1844, ar FISA™s presidentisl authorization gxception (501 L S.C 4§ tB02 4 13220a0.
This provisivn would clasty that tee = good feich relisnce” defere is available, el just when
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AEINS AFC acting putsuant to 3 FISA Cuourl crder, but also when they are aching pursuant Lo &
lawful anlhodeatien from the President or the Attomey General.

Sectinn 107 Pen Registers in FISA Investigadons,

50 USC § 1842(aH 1) makes FISA pen repisters available in investigativns of non-LLE.
persans o “obtuin foreigm imeltigence information.” But for U5, persons, the standard i3 nauch
lighier  in cascs invoelving LS. persons, pen registers are onby available “t¢ protece agaimse
imfernational termonsm or candestine intellipence activities © Perverscly, thiz appesrs w be
stricter than the srandard for pen tegisters under Title 11, whigh requices valy thar it be shown
that the infarmation “is relevant © 20 ongoing crimingd investigation.” 18 105.C. § 21235(z(1).
This prowision would amend § 1842{2)(1) by eliminating the stricter standard for 815, persons
SpeciGoally, FISA pen cegisters would be availahle in investigations of both ULS. persons and
nan-L %. personz whenever they could be used “to obtain foreim imtelligence informativn.”

Section 10#: Appointed Coannsel in Appeals to FISA Court of Review.

Under FISA, proveedings before the FESA Court and he Cowt of Review are conducted ex
parte A% a result, when the Courl of Review mneets 10 consider an appeal by the United Siates,
there is T party Lo defend e judgzment af the court below. The FIS A Count of Review thus o
glliped tn intepret sensitive and vomplicated sratutes without the benefit of the adversary
process. This povision would amend FISA o penmit the FISA Canrt of Heview, wt ifs discretion,
ta appoint a lawyer, with sppropriale secoricy credentisls, to defend the judgment of the FISA
Cuwrl, when the United States appeals a ruling o the FISA Court of Review. It would slse
provide fur the compensativn of a lawyer 0 appointed by the FISA Court of Beview,

Sec. 105%; Enforcement of Foreizn Intellipence Surveillanee Courl Orders

The Forsign [niiligence Survellance Act does ot specity the means for enforcement of
vrders 1sseed by che Forgipn latelligence Surveillance Cowet. Thus, [t exarople, if & pecion
refuses Lo coruply with an arder of the eoun to coaperate in the installation of a peoegister or
11ag> and trace doviee ander 5001 5.0 § 1842(d), or an order to produce secords under 30 1.5
5 1861, existing law provides we clearly defined cecourse 10 secure complance will the caer’™s
prder  Thés section remedies this amission Iy providing that the Foreign Lotclligence Surveiilance
Courl his 1 sanie authorisy 56 2 Linieed Stawes distriey cowt fe enforce its urders, mchuding the
ALthomity b ampuse contempt sanions o ¢ase of disabedience.

e, 110 Teglnbienl Corvecrion Related to the USA PATRIYT Act
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Seotion 204 of the USA PATRIOT Act clarified that mtelligence exccptions from the
limiturions on interception und dischosure of ar, oral, and eleetroric commenications contmue 1o
appdy, notwithstunding section 216 of the Act Sectinn 224 sunsatied several provisions of the
Act on Decengher 11, 2005, Although gection 216 wag not included in the sunset provisian.
seoton 204 clanfying Janguage was sunserted. IFnot comecied, this anomaty will resuft m the
boess of valuable and necessary putelligenee exermptions to the pen regiater and trap and trace
provisicms afier December 31, 2005, This provigion would eliminate this anamualy and reat the
clarifying lanpurage of section 204 the same ws section Z16.

Sec 118, Intermational Tervorkt Organizetivns as Forefgn Powers.

Chrgnps engamed M inlerfstionak terrandm ae mcluded unier Lhe dafinition of * foreign power”
m FISA Seec 30 U8 ¢ § 1801¢a) 4} However, fur certain purposes— mcledmg fhe duratinn
of surveillence veders and the definition of what congtitutes a “Uniled States persan”— they are
effectively excluded fom the concept of foreign powers, and agcarded the more profected
treatment thal FISA provides to other entities  Thes section amends FISA so that inetnarional
terrorist organizations are consistently ereated as focelpn powers for these purposes

Mote specifically, thers are basically fwo sels wishin the FISA defmition of "foreign powel”
emeler S0 US.C 4 1801(a) (1) A paragraph (11-(3) set, which includes foreign governments,
toreign Factions, and entilies that foreign pavernments openty acknowledge they direct anl
control. (i) A parsgraph (4)-(6) set, which includes proups enpaged in micmatiosal torransm s
preparations therefor, foreipn- based political arzanizatons nat sulstanlally compossd af T 5
persong, Ind entities directed wl cottroiled my forsim povemmenes

SOUS € §§ 1H05(e) aml [824d) define the aulhorization perods (L electronic suryvellace
and physicel sewrches under FIS A, The basic authonzation and exteision penpds are 90 days, bl
Tonger for surveillance and searches relating u certain foreipn powers. Specitically, the
aurhorization and extension periods for furegn powers i the paragraph { -(3) set— faieign
goverzanents, foreign factions, and entivics for which foregn goyermmenis openty acknowlsdpe
direction and cortrol— are up e @ year. ln contrast, for loregm powers in the parayrapt (2)-(0}
sl pulemasions) Lerrorst vrpanizations, fpreign-luse political organizations not substancially
composed of U5 persons, and sotitivs direcied and controlled by foreipn governmenls - {he
inilial authorization peduod i bo more than 90 days. The extension peried For forogn powers b
1he paragraph (43-(6) sct i adso oo more than 90 days, unless certain restrcyons and spocial
finding requirements are sdisficd. (Specifically, the extenzson neriod may be op fo & year for an
grder relating to o foreipn-based political organizstion not substantiaily composed of L1 persons
wr 4 order retating to an eatity drected and contrelled by a foreign governoent. and up W a year
for an woder relating 10 an interoativoal tecrerist arganizative that is not a P8, person. i the judge
finds prahable cawse W belkeve that no communication or property of wuy mdividwal 115, person
will b acguircd. )
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Another context inswhich Jifferent tvpes of "foreim puwers™ arc (reated ditferently s the
FI5A definition of “United Stales peson.” United Sistes peraans have a more protecied siars
under FiSA for certain pumoses, such a8 dissermination of information. The exiEing lit!_lﬂiliﬂ!l_ﬂf
“Lonited States person™ in 30 U S.C. § 1801{i) cateporically excludes a corporatian of assocetiuT
which s a furelgn power— hut anby i it Falls m (he pacagraph (1) {3} set.

The effect of the furegoing proviewns i tha, even it probable canse i established thar a
ETUp 1 an mtemational Temorist orghlizaten, it may be subject only (o bricf periods of
gurveiltance absent renewal, and it may be accorded the protected status wf a Upited States
person. The amendments m this section will facilitate the investigation of threats to the pational
security posed by such groups by reassigning dtheim 1o the lsss protectsd siatus now accarded to
freign porwers in the paragraph (- (31 set. Thus, the nomal authorizacion and exdensian
pertods for surveillance of mlensational termans oreanezations woohl be wp to 3 year, and
corpurations and aszociations which are meemnationa) temorist organizations would not he treated
as Lipgted Stabes persons under FISA.

Subtitle B: Enhancement of Law Enfercament Investigative Tonls
section 121: Definitlon of Terrorst Activilles.

This secton adds a definision of "terroriss activities” Lo the definitional section for the hapter
nt the criming] code governing cleetronie surveiltance (chapuer 115}, The defimition smeampasses
crivninal acs of Jumestic and internationsl wemronsr as defined i 18 TS C & 23317, topether with
related preparatory, material swppart, and crumnal activities. The samc definiban of terterist
autivities wusld also apply throuph cross-referencing provisions, see SBU S0 § 2718{1) aml
512710 (a5 amended), inshe chapters of the crinunal code that gaverm aecessing siored
vourarunicativns and (e we of pen repisters and Leap and (race devices {chapters 127 and 224}

The surveillance chapters of the criminal vole contain many provisions which siate that the
authorized surveillance activities may be camied out as parl of Yerminal invesiigaticns.” Loetian
121 also adds a provisivn du 18 TLE.C. § 2510 which speeifies that “ceiminal investigations”
include all investigations of crimipal teTFonst activities, W make i clear that the full rangc of
anthorized surveillance technigues are available in investigations af “warorst achvines" woder thi:
new delmition

Scction 122 Incluston of Terrorist Actvities as Sorveilldnee Preedicates.

This sectivn adds terorist activites, as defined wader 1he amendment of secucn 121, and o
speetilic vilenies that are likely to be cormumilted by termorists (e offenses defined by 18 U5 €
EE 3T, 9300c), 956, and 1963}, as explicit predicates for electronic surveillanoe and mondonng. 1
Turther adds an explicit reference 10 temrorist accivities 1o e provasion authonzmg eleclrenic

o
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surveillance withaut 3 court order i eneerpency situations — (8 U.8.C. § 2518(7)— and I'I:Elkt‘-s
couformning changes in the corresponding, provision (18 L1.8.C. § 3125} for usmg pon TegIsters
and trap and trace devices withoul a count order in emergency gikuabcms.

The final subsection of this section modifes the definition of "court of competent jurisdiction”
in L8 USC §3127(2), to correct an unintended elect of amendrents in sections 216(¢)(1} und
220 of the L15A PATRIOT Ad. The purpose of the amendnients was [0 Guthorize courts berving
jurisdiction aver an offense o issue arders for e registers wnd trap and trace doviess, and search
wearrants for the disclosure of s-mails, which could be executed musitde of them distaices.
However, the language utilized madvertently created a lack of clarity concerhing, the: continned
valiivy af the pre-existing authority of the courts e issue such ordars and warrants for sxeculion
within their own districts {regardess of whether ¢they have “jurisdiction wver the offensc”).

This threatens to he a seribus practical problem when information gathering m the United
Stares is nceded in response to requests hy fareigm law enforcement AgsTcies (o assist m foregn
terrarism {or cther criminal investigationsh and e Relfill the United States® abligarians undet
ol legal assistance rreatics, and in the context of nvestigations relatmg 1o crimes cLrtmEted
on (1.5, military hases abrosd, because in 1hase cases the LS. courts geaerally da nol have
surisdiction over the offense. This section corrects the problem o telation twe pen Tegustér &nd trap
and trace ardery throwgrh definitional langnage chat explicitly includes botl 4 courl with
jurisdiction over the oFense o activities bemg ivesiigated, and  cowrt in the district o which the
urder will be execuled. A parallel commection for the problem relating 9 search warrants fon
mails appears in section F25(6 ol t bl

Section 27 Extension of Anthorized Perivils Relating tu Surveilllance and Searches in
Investigabions ol Terrorist Aclivilies,

Wi Ketr v Ondted Stares, 389 15 347 {1947), the Supremne Court held fur the first tme that
prvernment wirctapping was subject i the Foutth Amendiment. 1o respense. omumess enacted
Title [il of he 1968 Carmibus Crime Control and Safe Sreeis ac, 28 US.C. §§ 2510-2512,
which poverns electronic surveitlance for all tederal criminal offenses. Congress alse subsequently
cnacled the Elcermonic Comumunications Privacy Act [BUPAY, 18 1.5 €. §§ 2701.2712, which
atldresses svemment aecess ta slored communications. and cstablished seatutory standards ool
pracedutes bor 1he uge of pok egisters and trap and wace devices. 18 LK C85 M121-5127
Further, because Aotz and progeoy specitivally stated diat (e Court tid net hold that the same.
Fawth Amendment resiictions appkied with respect (o the actvilies of foreig) poweTs aned thear
agenls, o L5978 Conpress enacted the Forepn |ntellipene: Surveiblance Act, 30 US T §§ LE0].
1842, which establighes standards spplicable to su vesllance of foreign powers and agzents of
foreign powers  inchuding electronic surveillance, physical searches, and wse uF pen Tegisters and
trap and trace deviceg—n relation & the investigation of such matters as international Lerrensm
anbd espionaps
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Conness bas nat provided sepdrate statory stundards governing investtgativns of whally
damestic threats v the nationsd 5ecunity, particularly domestic demronsm. Thus, such
investigations arc subject to ihe time lmits ser forth in Title 111 However, the Supreme Lawrl io
[inired Staes v Lmoedd States Dot Cowrr CReith™), 407 5297 (1972, explicitly
recuinized that domestic security investipations would require different standards tham thome et
fonh in Tatle I:

“We recopnize that domestic securily surveillance may involve ditferest policy and
practical consideratioms from the surveitlance of ‘ordinary crime.” The gathering of
security intclligence is nften dong conge and (nvalves the intemelation of wirous sources
and types of infuroation. The exact rgels of such survelllance may be mare di [fricull 10
jedetitife ¢ham in gurved|lance operations against many ypes of come specificd o Titd= [T1.
{Mren, toa, the emphasts of domessic imellipenee gathering is on the preveativn of
unlawiul activity or the enhancement of the Guvemment's preparedaess for some possible
funtore crisis ar emergcney. Thus, the focus of demestic surveillance may he lesy precise
than that directed against more conventinnal types of come ™

fd ar 322, Because demestic scounty investigations were sutiect w Tille [11. despite these
considerations. the Court invited Congress 10 |eguslate new and different stancards for such
mvestigalions:

“{iven [he] patental distinctions belween Title I enmoiaat survelllances aod thase
involving the domestic security, L ongress way wish 10 conaider morective standards fur
the lader which differ from thuse already preseribed for specitied erimes i Title 11
Different standards toay e compatible with the Founth Amendmenl if they aee reas unalile
hoath in celakion 16 the legitimale ueed of Gavernment for inteligence infanmution and the
prowcted mghts of pur cilizcns "

fid

In Keeh, the courl nored chat, with respect ta surveitbnee o donrstic seounty cases, “he
Kime and reporting requirememts feed ool be 5o strict as Rose n § 25187 & a1 323, This
sechon accepls e Court’s inwitation and extends, i investigatiang of (EITEMSE activities. &
nunber of stattory time limils o periods relatmg Lo electronic surveilance o nonitonng and
searches  The specific changes are:

(1] Amcad 18 U X C § Z2318(3) w exrcad the noromal dweaticen of clecoronie sarveillance
orders in investiwalions of torrnTist aclivities fom 30 dws Lo 90 days

(21 Amend 12 UEC g 251861, whish provdes that an siectrome survelilance order may
require penodic proesss repams b the judge who issued the orde “af such intervals ug

T
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the judge muy reguire.” As amended, the provigion would non alfew reports to be
regquired ar shorver intervals than 30 days in wmvestigadions of terrarst aclivities,

(3} Amend 13 US.C § 2705, which permits delayinz notification concemmg Lhe wccessing
uf a person's stored electronic cormunications where specified “adverse resulis” would
resuit from fhe notfication  As smended, the provision would wclude endangermoent of
the ratkemz] seownty as o specified adverse reswir that permits delaying notification.

f4) Amend 18T 5.C. § 3123 to extend the normal authanzstion patiods for pen regisbers
and trap and trace devices o nvestigations of terrorst astivines from 60 days o 14!
Jays.

Sertion 1240 MuliTunetion [evices

Electronic mamwfasturers mereasingly are producmy devices thatl are capable of performmisg
nulople uncicns-—e.p., cell phunes that alse can send ¢ mpl ke 5 Blackberry,
and 1hat inzlude & calendar like a Palm Filot, hobiple fanctions are also tusteated by ondosary
home compures, which ney, for example, be used to send and receive e-tail csEages, 16
engage in oral comroundcations through an Internet phone service, 4o store senl and received
tnestapes, and to stoce othet informanan  Current lrw does oot make 0L cleas 1hat the
authamzation (e.g., under an electrumic swrveiltance crder) to moniter one of a2 device"s fLoctioms
alzw entails e authonty w moenisor orher funcgans.

Tiis seciion accordinghy amends 18 LS O § 251804} to make it clear that authonzation of
slectronic surveillance with respect ta @ device, aaless otherw ise spectfied, may be rehied on to
infercepl and aCCess Commmicalons throuph any ol the device's functions. The section alse
effectively ablows @ search warrant (or othe infoomation rermevable fom the device (whether o
ok relatd ta ehe intercepted conmumcations} i be corobined with the clectromc zuceliance
arider, and mabes conlorning changes in the chapoers relaumg e azcessing stoned eomimunicatians
and peo repisters and teap and trace dewices.

The seotion irther incorporates 2 carmection for an unintended consequence of amendments
in xectivn 220 of the USA PATEIOT Acl  As dizcussed i relation 1o seckion 122 o7 the bitl
ahove, amenéments designed to aathorze coorts having jurisdicien cver an offense o wiae
starch warrants for the disclosue of c-marls owside of their districts have madvertently clouded
1he pre existime anthonty nf the courts 1o msue such crders and warrants for execition wils
their awn disuicrs. This section cormects the problem by amending the pectinent kanguage o 18
LIS 5 2208 hp 1[4 and (o) T0A) o refer to @ cowrl in @ diserict i which a provider of
eleclounic cammmni=arions scrvice is locared, a3 well as a caun having jueisdiction over the
alfense or actevilies wneder Drvesbgeadien
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Secthon 125 Nativnwide Scarch Warrants in Terrorism Luvestipations.

Federal Rule of Crimival Procedure 4 1[a){3) cucrently aothorizes jndpes in voe district to
isTue search warrants that are valid in anocher district, if the come bemg investigated is “domestic
terrarism or intermational rerrocen” e defmed m 12 U5.C§ 2331 But § 233 ses forth an
exiremely namew definition af terrorsm, 23 1t i limited to “viclent acts or acts dangerous 0
hurran life." Thus section 2331 arevably does not include invesngations inlo lerrorst fnancing.
or S1REL CUumes st tenTomists are lkely to commit. As a cesolt, 4 federad judge sitting w New
Yurk woull be able to issge @ search warant fhat i valid in Californie m an nsestigation of 8 plot
ta bomb a boikding, T arpuably could o issue the sae sarrant of Me investigation concemmed
thee vacsiee of mwmeny e supnant terrorest aperations

This provision would expand the vpes of termorsm cnmes foe which judges may issne search
warrants that are valid nationwide. Specifically, i would authorze naionwide search warmants n
imvestigations of the offenses listed in 18 U500 § 2332h{ghf SH B), ancluding computer cramss,
attacks o crmmmications infrastructure. and providing material snppuort W errerists ar e st
OTEARNZAR LTINS

Section 1200 Eqazl Access v Consumer Credit Reports.

In recent years, it has beeoing inceasingly apparent thar law enforcement investigators need
Acoess to suspected lerrorists” banking information ta determine thedr contections 10 Lefeorst
arganizations, including financial vies. The cerrent vorsion of 15U 3.0, § 1681 a) |} ailaws
nvestigarors o obain a suspect's credit report—the et siep in locating his banking
records- —arly in respanse to 3 cour arder or 2 foderal grand ey subpoens As [ resalt, Taw
eninrcement Caiiun ublain o sespect’s banking infarmation without 1ssmng mullple Line
consuring subpoenas. In snme cazes, it <an take a serees af three subpoenas—hrst e the credn
reporting agency, then 1o the suspecl's credilors, then i Be suspect's hanks— and a pennd of
At |2 wesks 1o learn where 3 suzpected torronist keeps his accounts.  Perversely, the law
muakes it far eamer for prisvats enilies e b an ndividual's credit reports: under 131 5.0 §
[0 LA ME), a private entity can obtain—usnally withm mmuotes @ credst pepaTt oo wneone n
the Lmited States so Lot ax it has o “lepitimale business need” tor the informmation.

This proveimiom welld enalle the goveniment o oblait crods sepors on virtually the same
Lo that prvate enlities may. Snecificalry, towonld amend § LE3 5 Badt 1) o allow Lo
ciforcernent officers 10 otain redin repoits wpron theie ceatsficatian chat they vl use the
NATANON ity U1 conmnection with their duties to enfaree federal Taw, This cenifvaion pardlels
e exI5Lin regurenent that f private encicy nwest have a “lepivmate business need™ before
obtainmg & creds repure. b addiuen, e avord alerting termonats thal they ars unds ivestipalivo.
thas provesion woald prohihit (absent cowd appravalk Gisclosing b a sons e the Gacl tliat Lo
eiiorcement has sought Tes erodil ceport
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Scction 127 Autepsy Authority.

Autopsies of the vigtims of tecrorist sttucks and ather deadly crimes, as well as athel persuns,
can be an effective way of obtaining infortration about the perpetratars. In addition to revealing
the cause of death, auiopsicz sometimes enable law enforuemenl 1o retricve forensic evidence
(such as bomb fragments) from the deceased’s body  The primary neead for kedoral autapsy
arsthurity arses m the caxe of offenses, including acts o tecrocsn, cutside the Tinited States. AL
present, however, cxcopt w cases involving military persannel, the Elntled States has oo statutary
authority to comduct auopsies. When 2 non-military United States naponal diexs abroad as a resulé
of a possible offense against the United States, the victim's hody Gpicatly twst be transported
bhick to Lhe United States before an aulapsy can Le pertormed, fhis may sygmbcantly delay both
the retiern af the loved one’s rentms to famnity members, ws wefl ax vauge significant delays i the
crionimal nvestigation.

This pravision would ceeate foderal authority, in the A ttomey Creneral, (e conduct autopsics
when necessary ar appropriate in the condect of federal criminl investigations This authonty 2
not hnuted and may be delegared eo othor officers  This propasal 3 not imeandec wo resadt o ihe
hiring of medical exsmimers by fedem] low snforcement agencies. Rather. the autopsies will be
performed by local coronees, private farensics wvestgators, ot the Acmed Forces Medical
Exurniter zeul his s1idt,

Bectivn I118: Administratve Subpornas in Terrorism [nvestigatdons.

The Depattrreent of Justice swreatly has the authoniry to izsue adminisiralive subpoenas m
ivestigationy of a wide vanety of federal offenges, including health-carc fravwdsee 13 L 5.0 §
FaRafa) LHA), wnenigration violatdons see & U504 [225{a), and lalse claims against the United
States, see 31 1LE.00 6 3723 Bt administragive sebpaenas are o avaelable innvestigations of
TETTOUESL. cven thoupl the consequences of a lerrorizl atiack are far more dire than commilting
simple lraud agarnst the Linited States govemment. As a resel, Jaw-enforcement personnel are
required o scek prand jury subpocaas before individuals who may kave information relevant 1 3
berrorsTo Lo vestigatinm can be compelled to testi fy or presvide doc aments

This provision would extend the exizting admintirative-s ubpoena shoribes inte
investigations involving damestic o intemational femansm 1t alse would prohiub a subpoena
recipignt o isclesing ws any other person {exceps fo a Jawye in order to obtam |egal advice)
tie [act thal he ass reccived 4 subpocna  Fhiy propesal wanld not give the Justice [eparment a
drulateral, umesiewalble authority b campe: prsluction of documens relevant Lo a [eronsm
mvestigation. N recipienis retuse to comply with suhpoenas, the fostece Department would have
00 ask @ couet (o enkrce diear. Axd subpoena recipients would retamn che ahility, as they do
uther contexts, tooask a conct to quash the subpoena Nes, ep., Inore Adwrofraiive Suifapcerrr.
Soan P, PP AL 253 F 3d 256 {ath Cir, 204013,
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Sce. 129 Strengthening Accesy ba and Use of Information in Natioral Security
T vestigalivns.,

Thiz section s primarnky concemed with corcccting protibems and weaknesses in provisicns
authu g the use of “waticnal securnty betesrs.” In subslaece, natvomal sccurity letfecs ans
administrative subpoenss that rey be issucd by FBI officuls—ar o some mnstances, o1her
autherized government ificials—rto abtain specified Lypes of recards or information for wie in
nativnal security mvestigations  The cxisting astional security leter provisivns include the
following:

(1) 1R 05§ 2709—Providing FBI access, in connection with imvestigations wf
miemmational perruiso aF e3pionage, t certain elecirenic conmrmanecaion transactional
records imaineamed hy comonanicalion service providers.

{2} Sectien 625{u)p-(b) of (e Fair Credil Reporting Act (15 1250 § 168 1ufap-(k))—
Praviding FEI access, m cannectivn with investipations of infermational terransm o
Espinnage, 10 ceradin consumer nformarion maintained by cunsumer 1eporting agencies.

{3} Sectivn 624 of U Taie Credit Reporting Act (15 LA5.C0§ 1681y - Providing access 10
cansumer reparts and other consumes dnforeaten maniamed by consumer repoitibg
aprencies, where needed By povernment agencies sulbcrized o investigate or camy ool
miclligenice o1 analysis activities related to mernationsd terrorsm

(4p Section 1114¢ap5) ef the Breht to Financeal Povacy Act {12 1.5 C § 34 140ap 51—
Providing FEL pocess. m conneclivn with ineestigations of miemational tenooso) <
magricnagee, L fnancial records mamtained hy nancial estilulons

(9] Bection $02fa) of the National Sconity Act of (947 (50 LS C.§ 43048))—Provading
access by anthonized imvestigative agencies o financial teeords and mivmmetoen, consumer
reports. and Leave] zecords in relation 1o a persos having aceess 1o clagsficd miormatien,
based on indications that 1he peson has disclosed or may discloze ¢lagsfied miormatien o
A FIERLENL [,

Praldets under these prosisiens inctude the following (1) The stamees inowhich the nationl
sevurily Letter provisions appear generally probibe persans [rom disclagimy hat ey have recervesd
thesze roquests for information, 1o sefeguarnd the plegrity of the totronsm and esplamnage
imvestigations in which nativnal securicy leriers are used  Hewever, they specify no penalty for
perscns who make suck unlaw ol disclosuress. (27 While 1hese statutes steaee o lesal obligaticon
flar the recipient Lo provide e reguested mfammation. they do ol specify any procedures for
jrcicial safrrcement in case the recipivol cefuses to compdy with the requese. {3 Thue scope of the
nalivnal sseurily [BRer provigons on the teerorism sule is generally letwed (o intermsgionad
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terrucism however, the distinction between meemational and donsestic tervorism is increanogly
slusive i contcmporary circumstances. {4) These provisions arc regtrickrve regarding e ghanng
af mfuration woong Medera] agencics wich relevant respunsibilities  This is in condlict with
surrent needs and with the broad ponciples favoring e sharing of mielligence among federal
agencies gipder the TISa PATRIOT Act

Subsection {a) of lhis section provides appropriate penalties for violations of the non-
disclogure provisions of the national secunty letter provisions. Currently, 18 US.C§ 15100k
rakes it an offerse for an officer of & finansial instilwion to polify other persons ahout 4 grand
jury subpoena or an administrative subpoena ssued by the Departmeni of Justice for recerds of
the fnancial mstitution  The oftenze is punishable by wp to a vear of imprsonment. o up o five
years af mmpneonment o the disclesure was made with the intent 10 obstruct « judiceal procestng
similarky, 18 U5 C -,':,- L 5104} makes it an oilemse, punshable b op o Bve years of
ITpTisomenl, for an Insrance coTgany cmpln}tn: to motify uther persens about a grand juey
suhpocng for records with dntend to absiroet a judicial proceeding,.

Subsection (3] of this section adds & paralle] vifense (propnsed 18 LLE.C & 15 10(ch) covermy
wislativees of the non-desclosure cequrements of the national secucity letter provisions descesbed
ahove. As with cyrrent 18 UL5.C. § 15100k, the otfiense wruld be a misdemeanas punishable by
Lp 10 4 year of imprisomcent, but would be punishable by up 10 five years of imprscoment if the
uilawful dischnsure was comomitted with the intent o ehetruct the terromnsm or S2pIOIAEE
investigation  In addition te providing appropriate peoalties for unlawisl dischosure of vational
security letter reguests, the same penallies would apply too (1} violaion of the nen-discloser:
requarcment uader 30U S C k 18&1{d) for arders of the Foreign Imelligenee Surveillance Court
requiring the production of records, documents, and other tangible things i connection with
investisgations w alkain fareign intellipence informatiot about aon Crited States persons of o]
prutest apuinst international werrorism o1 espianage, and (i} violation of the aon disclosere
provisten of proposed 18 U5 C § 233 240d) i secticn 129 of this bll, relatng o adoumistrative
HUDpILENES 1N ETTOTERIM I vest T IO,

Thee rawicnsl securilty letler piovisioens make compliance with the request for nfarmeticn
mandatory See 17 085 C 4 1414{a{ S Ay 150 S.C &8 1681um3-(), 16ELv{ak 12U 5 O §
2], S0 U S.CL 5 456{c)  Howewver, they make no provisien for judicial enforcement in <asc
shis legal nbligation 5 not reet. Subsectivn () of 1his secton authorres the Allomey Ceneral to
sech judivial smturcernent in such cascs  This is similar, for eaample. o the cxisting judicnl
enforcement nrovigion n 13 0050 % 33880c) Tur adnenistracne subpoenas e that SOCHOE.

Sunsectios [} of this 2ection armends the natianal secunty leter proysions relanmg o
sleatrage caonamcation ransactiongl records, comnsureya credil informacion, and Amancial
mstitution recands, sa that they apply o nvocstygations plall tbypes af wereorat activities. The
speciBc amendments invelve substiputing, [ curment references 10 these provisions Lo
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mvestigations relaling ko “intematicnal bermonism,™ references to investigations relating 10
“lermarist actvities " The latter notioan 3 defined e proposed 18 US.CE 2510020) m zection [ 2]
of 1his tnll su e o include domestic, as well g2 intemationgl, termarsm The hmatation 10
internaticnal terrarsm in gxisting law is an ingredirent w the effective use ot oanonal seurity
lerters because il mery not be wpparent o the early stages of a terromism investipal ol —oT Even
alter t has contmueed for sonwe fime—-whether domestic or intersarional terroriam is evalved.
The Oklahona City bommbing and e snthrax leteer incidenie idllusteate this peint. Morcover, m
the current circemstances, domestic torronists who atteinpd to ally with or are inspiced to emwlate
imicroational et orsls ave an mergasig concern. The dangers posed to the aational seconty by
such persons may be comparable te thase posed by intemarional termonsts, and nalional securty
letters shonkd Tikewise be an availaldc roal in the mvestigation of their orimingl acrvibes.

Subgection (d) of this section deletes or medifies languape i the national secunty leiter
provigions whicl unduly Gmits infarmation shering among Federal agenwsies.  For examople, 18
LIS § 270903 the nanonal sccurty lerter provision for elecerodic conutmication transactional
becords  Svlgection (df of § 2708 states thet the FBI may dissemmate inforstion and records
nbtained purswant to chat section only a3 provided in pwidelines approved by the Attarmey Cicperal
“tor Toreign sulelligence selection and foreien countermtellipence ipvestipatioes conducted by 1
Federal Bureau of Investigation, and, with cespect to dissemination to an agency of e United
Seates, only f such information s clearly relevand o the auhorized responsibulives of suc
ppancy.” The ceferemee ta guidelines that relate to “foreign intellizence cellecticn and foregn
counterinteligence myvestigatons” 13 wconsistent with the amendment proposed m subsection (€]
cftlng section to extenl the scope of 12 LS00 & 2700 1o include investigations of domesti
terromisen, a5 well a5 internarional terreristn The yestricteve languwge regarding mlurmation
sharitg with otler tederal agencies s i conflict with the principles favering broad sharng of
inlelligence among federal ageacies undor seotion 202 of the LISA PATRIOT Act {Pul. L 20V-
a1}

Subseetion () of this 2ection aceordingly delete: the restrictive lanpuage quoted abuve in 18
US.C §ZT09(), so that i states sioply that the FBI may dizseminate informmetion and records
obtamed uader § 2709 only as provided in guedelines approved by the Atromey Creneral.
Sodsection [} elso makes gmmilar changes m the ather nationsl secanty betber provisions. The
prneral effece af the amendinents is 1o remove existing iomprediments to the shaneg of miwmation
cltamed by s of narianal security letters in terrorizm and espionage investigarions with other
federal agencies havimg selevanr responsibilities.

Title I: Provectinge MNativoal Secerity Infoermation

Scction 20I: Prohikitlon of Miscloswre of Terrorism [mvestigation Netzinec Information.



CONFIDENTIAL —NOT FOR IMSTRIBUTHIY
Lrafi—Saruary % 2003

[n centam mstances, the release of mfommation abowt persons detained in conngotion with
termoTistn investigations conld have 3 substantial adverse mopact on the United Stares' secucty
innerests, as well 3z the detainee’s privacy O Marth Jersey Media Groug, Inc. v. 4eficrofe, 208
F3d 198, 217-49 (3d Cir. 20802). Publicing the Fact that a pasficylar alien has been detaimned
could abert Wz coconspirators abowt the cxent of the federal investigarion and the imwmmense of
thew owin detemtion, thus provoking themn ta flez to avoid detertion and prosecution or te
accelerate them torronist plans betore they can be dismapred

Althouph existing Freedom of Information Act (FOLA) cxemptions 7EA), T(C}, and 7(F) (>
LIS & 55203 TH permit the govannent 1o prelect mformation celating to detanees, defending,
Oies anlerpretation through bfigstion requicres extensive Depanment of Justice resounces, which
womld be better spont derectusg and icapacitate reporets, This provisien thus csiablishes a
specific awthunly under Exermption 3 of the FCHA to clanfy what 15 already implicit in vanpus
FORA exemprions  1he govemem nesd nol disclose nfonmarion abou mdividuads detamed an
ivesiigations uf wrronsm until disclasure accnrs Toutmely npon the itiapon of crminal charges.

Sevtion 202: Distrtbation of “YWaorst Case Scenario” Information.

Sectico L126r) ol the Clean Air Act, 42 LL5.C. § 7412(1), requires privals companics that wie
prrtentially danperons chemdeals to subrmt to (he Environmental Protection Agcncy g “wiofst Case
soenario™ report detatling what would be the fmpact rn the surrnunding community of Telease of
the specified cherizals  Such reports are 4 roadinap G merreiEts, whe could nse the ko e
02 platy avtacks oo the Cacsbities

This provigicn would revive section 11200} 7)(H] of the Clean Air Act to betler manage access
tor information contained n “worst case scenarie” eparls. This revisend section would contiane 1o
allow such information Lo be shared with federal and state afficials who are responsible Eor
preventing or responding to accidental or orimingl relsascs, However, the revised secton will
require that pubiic access be Tamwed 10 “read-unly™ methods, and only e those persons whe live
o work o the geographicat area Whkeely to be affcored by a worst-case velease from a facihty.

Section 203: Informatlon Belnting 1o Capitel Buildinpgs.

Fhe Congressional Accountability Actof 1995, 2 U S O & 13001 ot soq |, estahlishes the Ofber
nl Compbance, a cobgressional office that has the power @ enlores QSHA standards with mespect
1o 1he wucking conditioms of legislative hranch enplovees OSHA often assisis the OHice 0 ity
wurk, soe 2 LIS B8 13820e) & 1385010, and therelore the apency sometirnes ohiains seounty
zensitrve informalion [eg. the layout of government buddings, and the [ncatian of wir circulbation
syuipment and ventdation ducts)  Ternarists tay e able o ol ey informaton foom ChsHA
vid a FOHA request. To ensuce that compressional afficials can provide necessery irformation s
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the axsurance that it will not be publicly released, this peovision makes clear thar such nformsation
15 excenpt from diselosure unde FOLA Bxcrption 3

Seciion 204: Ea Pacte Authorications Under Classified Informadon Pracedures Act.

Undcr the current version of the Classificd Information Procedures Act, 18 U5 O App. 3 B8
-6, courts have discratinn pver whether 1o approve the govemment’s request for o CIPA
authonzatiom—which cnablos the submiszion of sensitive evidence ex parte and in camers. Seg 18
US.C App. 3§ 4 (The courd may permit the United Skaes 60 make = reguest for such
authonzation [{or 5 protective order] in ¢he form of o wrtleo staletmene to b inapecied by the
court alons ™ (ernphasis addel))  As a 1esult, the povernment ¥ forced to divent valuable
cesoarces e livigatmg this question  And even worse, a request fin confidentiality itsell can be a
securty becach. e povernment tisks declosing sensicive nationaksecunty infosnation soply by
explainig in apen conrt why the information showld be redacted  Sow, ¢ g, Unized Stakes v
Rezag, #99 F Supp. 697, M7 (D.D.C 1995) fzovernment s CIPA phesdings muost be served “on
the defendant and then htigated in an adversamal bhearing ™)

Thez provisicn would amend CIPA Lo provide that cours shafl abloes the Lniled Stacs o
rrike & Tequest For 3 CIPA authorization ex parte and in carmera. Thos atendment would oot
affect the showing that the Unied Siates is required 1o make in ander oo obtain a protectree arder,
Dot by replaciog “may” wich "ghall,” the nieed States will be able to obtain the court's guidance
ir. every case im which classified nformation iy potentiader be discoveralde, withowr nisking
disclosure of the very secrets that it seeks o proteel. See Cnired Sates v Rlimaveeies- Filoria,
|44 E.3d 1249, 1263] {%h Cir 1998} (uphotding the use ender CIPA of ex parte, in camera
hearings and written submissions by the govericsnt when the court s required 1o make diseavery
determuonateing

Section 205: Exclusion of United States Security Beguirements trom Gross [ncome of
Prutecied (Hiicials.

Under surrent tax jaw, corain federal afficials- these whose movements are restocted, or
whe are requred to use specific fzoilities, far ther physical protection o the nterest af the United
Seates' narivoal secacity—may be taxed oo the value of these profecrive Vservices.™  See 26
CFR 4 132-5(m) {desuriinng e sircimstances under which palice protectuon and related
CAnspOTaan Sapenzes may be deemed o be woking coadiion fringe benelits) Doe ra the
revenl derrorst threats, an ancrcasing and vamihle nomber of povermroen o fficigls—neludemg
Cahmet and subcabinet offivers, voopressionel leaders, and hustces of the Supreoe Coun-—awe
Legar Lo receive prodechsre senaces, and now And thestselves foeed oo the valse of tese
AECVICER
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Acoordingly, this provision would add a provision (o the Internal Revenne Code to clarify rhac
required security measures jomtly determimed by the Secretary of the Treasary, the Atomey
Generaf, and the Director of Central Intetlizence, are sxcludable froan 1lie gross meamme of the
protected afficials. This provision i limited 1 prowisions from appropriae funds to be consisiend
with restrictions ot the receipl of privare fupds for publse pmpnses. and to cnsuce thal the
garlusion s bmated to the public secunty purposc

Sectinn 206: Cirand Jury Fnformation in Terrorism Cases

This sextion amends Rule 6(ed 24 B) of the Federal Rules of Criminal Procedure to make
wines3cs and persons to whom subpoenas are dinecred subject to grand jury secrecy cules in cases
where serious adverse cunsequences may otherwise result, including danger to the national
sequrity or to the life or physical safery of an individual, Bight from prozecution, destraction of ar
tampering with evidenos, miirmdation of  potential witness, or othen sericus jeopardy to an
imvestigatian. The provision wouid permil witnesses and recipeents of prand jury subpocnas to
zonsult with counsel regardiog the subpoena and any Lestionony, but would mpose the sacne
secrecy obligations on counsel.

Title [11: Enhancing Lnvestipations of Terrorist Flats
Suhtitle A: Ferrocism ldeniiFoation Databhase
Sectivn 301: Short Tirle.

This prosisiom indicates chat Title [I1, Sulditle B may be referred 2o ax the “Terronst
[dcnrification Dalalass Aol at 20627

SZectivn 302; Colleerivn snd Use of Jdentification Informaton from Suspected Terrorish
and Other Sources.

Currenl law permmuez the BB tn estahlish an index o colleet 1M A identificaticn records of
persoms cowvictad of centain crimes. and DNA samples recoversd from crime scenes and
anideotified henan cemains. 42 2547 4 14132 However, the law doss not discelly address the
FEL's authanry to collect and use NINA samples of leranists v ose srepected of teoromzsn. 1t
worzld be extremely benefeial to claily how DRNA zamples from suspreets, such as samnples taboeen
frevm unlaw il combadans 2t Guantanarnn Bay, can be used as necessany for cnunteriemorisen ad
faw - caforcenient purpeses.  Section 302 would allow the Atorney General or Seeretary of
Defense 10 eallect, analyze. and mantam DNA samples and cller ident fication infurmation fram
Psuspcoted terimists™—i.e., {1} persons suspected of eapsging in tererisan as defined in 12
LVEC.§ 232110 & (5), or commiting nz offenss described g 18 1P SO0 4§ 2323b(e) (SR &
[FT30MS SORSDILEE L1 atteraplieg W o se, §2) cnenvy comibatants or uther Lalidehckd detunees,

Lo
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{3) prrsons suspecien] of being members of 2 terrorizt arganization, and (4] certawn <lagses of
aliens, tncluding those engaged in activity thal endasgers national secunty

Section 303: EstabHshnient of Database to Facilitate Investizadon and Preveation of
Yerrorist Aclivibies.

This provisics would allow the Atorney Gereral to eziablizh dptabases of BNA recends
peclasing Lo the terraonsts or suspeceed rerrorizts Fom whomn DA summpbes or other idenirfication
informanion have Been callecled. Al federal agencies, including the Department of Defense and
prebation offices, would be required o give the Attorney General, fon ieclusion i the databases.
unty DMA reeords, fingerprinis, or odler idemtificativn infurmetion that can he collected snder this
Subtiile. This provision aleo allows the Awomey General fo use the intormarion o depect,
nIvESTIEALe, prosecuts, prevent, o respotd o terorist activities, or other unlawful acivitics by
suzpected tecronsts. En addivion, the Anomney General would be able to share the mEammativn
with other Tederal, state, local, or forcign agencies for the saree porprses,

Sevtion 304: DefniHons.

This section would establish definitions tor the wmns “DNA sanple” and “DMA analysis.' Lt
itlsn weoneld define ~aespecied rerrorist,™ which describes the class of indoadoals from whenn the
Artarney Cendral may acquire DMNA gamples and acher identufazation information. and whose
infarmatien may he cluded in DA dalabases.

Scction J05: Exlsting Authorilies

This provisian would establisl that the new asthonties created by this Sultide e in
addieion 1o any authorties that nay exist under any other soarce of law. 1t alsa won ld prosicde
that this Subditle shalt pot corstrued w preclude the reeeipy, collection, ansbysis, manlenance. o
cesrepninatien of evidence or infommaton persaant to &0y other sowkeree nf [pw

mec fon 40 Comlitions of Release.

This provesion would amend several portons of fhe Unied S1ates Code o clanfe that
Lerrumists or suspected terrorists who me uwder any Torm of federal sepervision or comalilional
recease, inciuding purmle, are subject to ths Subtcle’s provisions  These individuals wonld be
ttee physical cwstedy of the Tnited Seaics bul for an act of govemnmental discretion This sectinn
would require sucl mdividuals a caoperate in the collection of 2 DNA sample as a cordition uf
supcrvision or candwional Teloass

Subritle B: Facifiating Informacien Sharing and Cooperation

17
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Section 311: State anyl Local bidormatlon Sharng.

Sectivn 203 and ather provisions of the USA PATRIOT Ac broadened autharity o share
informiation ameng federal apencies that may be relevant to the detection and prevention of
terrorism, and to vbtain otherwise canfidential tntormation for usc i terrorism mvestigalions.
That Acy, however, did nor adequately addrese the need for enhanced information shanng
suitherrity in relutivn tor state und local officials and foreign governments, wha are the critical
partoers of the United Siates in invesiigaling terranst commes: and preventing finture terromst
attacks. TIis section of the bl would provide firther authooty For sharing of consurner credit
nfprmation, visa-related information, and sducaticna] records mfereiion with state and local law
enforcemnent, thereby enacting the remander of the information sharing propasas thal have been
proposed egislatively and endorsed hy the Admimisirarion and the Depantment of Justice. Sew
Eetler of Assistant Alartey General Damel J Bryant e Honorahle Fatrick 1. Leahy concerming
5 1615 {Aprl 30, 2002).

Section 311: Appropriate Remedies with Respévl 10 Law Enforvement Surveillance
Activities.

[Dduring the 19705 and 14980, some faw enfoceoenn agencies e, the lew York Cily
Pulice Departarent- -enterad consent decrees that imit such agencies from gathening informatio
about organizatins and individuals thal may be eogaged in terrorist activiries and other ceitninal
wrongdoing  See e, Hordiofn v Speciod Serve, Div, 605 F Supp. 1384 (S DN Y. TUES),
afi™d, TETF 2d 226 {24 Cir. 1988). Ax o result, they Jack the ability 10 wse the full range of
investigatree techniques thar are lawful under the Constigution, and tha are avadalle fo the FBI.
[For exarople, the Artomey Gienteral’s myestigaive gusdelines authorie apents, suhject ki cortain
restictions. (o artend public places and cvents “om the sarme termys and conditions a8 meenbers of
the public renerally."} The consend decregs also handicap officers in (heir efforts do shiare
uiteration with cthcr law enforcement agencies, including federal Jaw enforcement agencies
soch as the FB]. These prablems threaten o Bust ale the operations of the federal-state-local
Jaini Terrarism Task Forces, amwd could prevent efective cooperation al 21! levels of government
in antiterrorism efforts As the United Stares Coon of Appeals for the Seventh Cireuit explangd
ifore September 117 o discussing one sansent decrer, as @ resolt of such o decioc "the public
safity i insecure und the precogatives of losal poverunent scorned  To comsinue Federal judicl
micromanageTnens of [ecal imvestigacions of domestic und miemational lemronist activities . . st
andererune the federal system and we nafle with the publs satery * Affenee o End Represioon v,
Cine of Chicaga, 23T F 3d 799, 902 | 7th e 2001),

Thix propusal wonid discontinues roost cunsent decvecs lhar could impede terronsTo
imvestiganiona concducied by federsd, stare ar local law enforcement agencaes. 1 would
arrmmeciatel y lecrodnale mest decrees thal were eoacled before Septomber 11, 2000 {inclwding Mew
York Ciry's). ATl surviving desress wauld have o be necessary b comert a currcnd and smgoung
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vickation of a Fedaal vight, extend ro further thay necessary to comect the vinlation of the
Federal right, and he parrowly drawn and the least intowsive means o cocrect (he violation  Thes
povigioh 8 axodebed oo the Prison Litigation Reform Ace, 185 ULS.C & 2624, which teymuared
many prison-relaied consent decrees and which repeatedly has been upheld by Lhe courts Seclion
312 dees aol apphy to cansent decrees wr injuncions renedying discrmonatien hased on race,
sular, religion, sex, ar national ongin. and therefore would not affect deceees or injunctions
imvolving allegaticns of racial profiling.

Section 311: Maclosure of Inforination,

This prowizian provedes profection agamst civil lability for busiesses and their personne]
who voluntarily provide information Lo federal law enforcement agenoies to wisisd m the
lvestipation and prevention of terrorst achwitics. The purpuse of the provision is & eacourags
woloRlary coopelation and assistance (o sounterenorism effors by private entibes ad
idividuals

Suhtitle € Faci¥tatng lofernational Terrorisia 1a vestigatinns
Section 321! Authority io Scek Search Warrants and Orders to Assist Foreign States,

ZRUSC 5 1782 doew not clearly authorize the Linjted States to abtain search warrants in
Tespunse [ requests from freign governnnents; it anly cleacty applies to subpoenas. Na 15 il
£lear thar federal law enforcemnent an alitan ooders under the pen repisterficap and (race statnte
al feretgn puvernments” cequests  As a result, the Eoited Srates can scck search warrants only if
wie have enered Inte @ treaty wilh the foreign government that contuins a provision authorizing us
Lo e su {aounl, salucally. only i the foreipn goveromeme has 361 farh tacis snlfcent 1o sstabhsh
probable canse)  The same is eroc of pendtrap orders  The Urited States theyctore may bod itseli
in @ siuation whete il cannat sssist a foreign govermment i one of its eiminal investigations,
which s hardly an =ffeetive way of encouraging fereign allies 1o assise our oen Loontertenmonsin
it igations

Thiz pravisien weuld modify feducal Bw o clarity thae the Lnited States ey seck searck
wilrranis, penftrap orders. and ECPA orders, in response Lo the requests of oresgn governments
L¥ting 5o will cohance oun ability 1o assise Foeigo low enforcement investigations, as well az
procuete Lemer canperaten fram foreign allies when we seek evideonce frem within therr boders

Sectivn 3212: Extradition Withont Tregties and for Offenses Mol Covered hy an Existing
‘I'reaty.

Many o the Lintted Stares” older exiradition treaties contain “3s5™ or “schedubss® of
extradicable offenses that reflect ooly ke seoous Crines in CXEence at the tire the treaties
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were nogotiasted  (For exarmple, oor treaty with Egypt dates from 1874, and our teeaty with Oreat
Eritain which includes Pakistan dates from the 19305, As a resalt, these older tresties oiten {3l
1o welude mooe modern offense:, such 25 money laundermg, computer crimess, and certain crimes
apainst children  While some 2ld treatics are supplermented by neswer mubtilateral terronsin
treaties, extradilivn is possible under these newer Greatics only if the other country is also a parly
ter the mubtinatianzl creaey, leaving aaps o coverage. Additionally, absent a few narrow
exceprions, U5 law permts e extradition of offenders 0 a foreigm nation only when there 15 2
treaty or convention m farce with that country or a stalure conferring snch suthonly upon the
cxcoative branch  Sew Palentine v, Divered Srates, 299 L5, 5, B {1936). At preseni, there are
cloee 1o seventy conntries m the world with which the U5 has o cxtradition teeaty at all This
means that the LS. can becone 2 “safe haven™ for some foreign crimimals, and that we canno
lake adventage nf some coynities” willingress to sumrendet fugitnes to us m the alsence of an
exnfraditiomn trcary 1hese nations usually require at least the passibilily of reciprocny.

This provisien would amend curnent extradivion law we: (1) aothorize the LS. 1o extadite
offenders 1o wrealy partners for modem coimes that ey get Be mcluded in our ubder bist freaties
with those countrics; and {2) provide for on a case-by-case lasis and with the approval of the
Atrorney Generdl and the Secretacy af State extradition from the United Stales for senous comes
#ven in the absence of an extradition treaty

Title i¥: Enhancing Proseculion and Prevention of Terrurist Crimes
Subitile & Incressed Penalties and Protections Apainst Terrorist Aces
Lecrion 401 Terrorissn Hooaxes,

Iz the wake of the anthirax attacks in the 1Y of 2000, & nember of indivdoals chose Lo
perpelrite lerorism howxes {2, | sending unidentified whitc povwder in a ketier with the incene that
the recipient helicve it to De anthoax). Such hoaxes doeert Taw-enforcerient and crmergeney-

21 wicey resources, and thus impede owr sbalty to cespond o actuat tetrarist evenly, CUTTENI
federal law does not adequatety addeess the problemn of howaxes celating o various weapons ol
riiss destruclion. Al present, the primany was b prosecute temonsm hosxes . 1 wse “theat”
statutes—e ., Th LLE & 27524, which ¢ ininsizes certain thoeals Lo usc o weaprn al mewss
Jestruction. and 18 U580 § 8%, which crimimalizes 1he usc of the mails t threaten injury to s
prrson. Butb same terrorism hagxes arc simply False reports that cannel casity be characterized ag
ctkright threats

Thes segtion weould armend fedaral Jaw 1o croate & new probibilion & ermonsm hoaxes o
particulas, it wuuld [ 1) make it unlawd) e knrwingly convey tilze ot misleading mfocealaon,
where the imfommation reascnably ooy be belicved, and concems crimmal activity relating, to
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weapens of mass destroction, {2) require crindnal defendanes ta reimburse any persory, including
thes Umited Stages, Stake and local Frst responders who incur expenses incident to ap crpergency ur
investigative response La the werrorism howr, and {3} suthuorize o chb action for such expenscs

secthon 402; Freviding Material Support to Torrorism,

18 50 § 23394 prohibition oh providing malenial support b temmonsts is
unmiecesssarily marrow; it cwrentky tises not reach all situations where matcrial support, ar
tegnurces are provided (o facilivate the conrdssion of “interational lerroesm, ™ Father, § 23304
imly entungrsees Lhose acts of mlemational lemmonsm which are prohibiced by some other fedotal
statute  Recawse, enlike the costing underlying offenses i § 2339AL), “inlernationa)l temenem”
pe wie k5 el an uffense wnder Titls 18, i s prudeot to establich unassalable constitutional bases
for prohibitmg such suppert The frse basis is if the matcrsd sopporl s oo affects intersiate o
foredpn cormutkace  The second basis 15 ke regulation and control over the activities of T 5.
naticnals and (5.5, legal entities who are autsde the Liniced Seates. Such eontrel 12 bared oo,
among others. the United States' constitutional foreim atfaies power. In addition, this section
arnends the defintion of “miematonat terronsm™ to oaake 11 clegr thar & covers acts which Loy
their nature appear to be intended for the stated purposes. Hence, there weuld be pe requirement
to show Lhiat the defendants acuslly had such an mient. (There s 5 copformmg amendmeat w the
defimition of *domcstic torronsm™ o gdintain the axisting paraile Between e two definuons. )

Lecond, one court of appeals recently has questioned whethe the curvent probibitin i 12
LR C 4 23393 un providiog “traoning” or “pecsannel™ to teronst organizations desyzoated
untler geciien 219 of the bromigration and MNatonality Aot arc woconstiueionally vague. See
Fumaditgeiom L Propect v Reno, 263 FA3 1130 (G Cir, 20080, cert. denied, 1215 Cr 1220
CADGRTY. Bt see Dwited Stotes v Lindh,  F o Supp. 3d (K17 Wa 2002} [rejecting thes
nlding, oV Hememagerew: Lew Project), Sebsection (1) would anend the pertinenr seatutes to
e oy passible doeohts about the scope nf the prohibition Inoparticwlac, “traming™ would
o be defined as *instocion or teaslung desicied to jmpatt 4 epeciie skill.” Aanad crinunal
Tiabilety o “persunne!” would apply to “knowingly prosed| ing |, stiempi| ing} fa provide, or
comspar| ing| to prosds @ terdorest arganzation with ong or e mdivduals fincluding himselfp to
wak o vonea with it or under s direction ar contral

Seclicn 403 Wenpons ol Mass Destruction,

A preseng, the federal seeapons of mass deslouction statute. 18 T1S.C & 23323, contrins
unly wne LFthe several constituciome! bases for asserimg federal unsdicoon cver A tenomst sllack
v ving weapons of mass destruction i verlain ¢ncumstances 1T the attack 15 apainst a person
va propuely and Ceffectfs | nterstate commence.” fel § 2332a(a){2)  This provision woudld ancasd
the statute te apecifically cover propeiy ad persens b e elber sircomstanses where federsl
aurigdiction constiduionaly can be agsented: {0 i the ma? or any faoilicy of mtetsiste ar foeelgs
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conuteree i wied i furtherance of the efense; (3 of the attacloed propenty s wsed in mecstare o
fareign commerce, o in an aetsaty that affects nretstate or foeeigm commerce, or (33 if any
porpatrator ravels 1 or causes another to travel in interseate o1 forcigh commmoerce m Turtbwerane:
ul the wffense.

Secund, with respect i attacks on government buildings, the WHIL statute anly applies to
attacks on proporty owned by e Tmited Sates. N comenily does not dirgethv criminahze aftacks
o0 foreige govenuments” property n the Unived Btares. This section therelure amends the swatuie,
i new Subsection 2332ala)(4), to peovide for jurisdiction where the property agamst which the
weapon of mass destroction i diceceed 15 property withm the Ubired Seates {hat s ownel, leased.
o1 uscd by 3 forcipn government  {The lerm “foreipn povermment” is defined m 18 S § 11

Third, the current version of the WD statule does not prohibit the nse of chemical
wapons; o face, it expresshy states that it dogs not Apply 1o attacks carried oot with “a chetaical
weapon as that teemn e defined in section 229F © 18 US.C. § 2332ala), (h). This restniction was
Added m the mplamentmy legeslation for the Cheomecal Weapons Convention on Sctober 22,
1993, Remwvmg “chemyical weapens” fom the ambit of the WD starule has proven
improvident, A5 i has created needless Tociual sonluion in sitoatinms where the WD contans
eapbosive materials but oo e chemicals, and where (f contains toss chereduals joaddition o the
expineive material  Sinee mmost chesnical wedpans will ddwass contaim some explogive matenal m
mder to cause the dmpersal of the toxic chemizal, 3t makes little sense o arbiraly oot (e scopc
af the use of WHID statre since the danepe resolling from ils wse can e cansed by gither the
explosive material, or the 1oxic chemicals, ar @ combmanon of both Bestoring "“charical
weapons” & the scope of the WD statute eliminates a deferdant*s ability to make technical
arguiments 1hat the prosecotor has charped onder the wrong stamie

o addicicen Lo eredeang the forepeing changes i the YWD staeytc, dhis secoon inclodes a
techuical amendment to 18 U 5.C 173b {relating to biclogical agents and wexins), K comrect 4
eross-reference ro a velated repmlation which has been modefied.

Section 404: Use of Encryption to Conceal Criminal Activity.

In recent years, tereonsts and other cominals have bogun (o wse e ption dechoology 1o
conceal their comenunizanons whee planing and cosdocting comiral acovity. 1itle 18 of the
Vinsted States Code currently comtains no prohrbition on fag wse of enceypled connmuomications 1o
plan or facilitate cnmes. This proposal would amed fedeca baw e provide that any persan wha,
during the cammizsion of or Lhe attempt 7 commit a federal felany, koo wingle and willfully uses
ercryplion technology to coneeal any incrimnoating conroanicalivn vr infrmation relatmg to that
felomy, b mprisoned for an alditionel perdod af not fewer than 5 vems  These additicnal
penaliies are warranted oo deter the wse of encivplion techmology W conceal commnal activity  [o
addiiisn, 11 does nor address 1w wsue af whether sofrware compancs and fntorct sorece
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providers should give law enforcement access 10 "keys™ for the parposes of decoding intercepted
COTITILT CANONS.

Sec. 405, Presumpdon for Prerial Delentian in Cases Tnvolving Terrorism

Dwfendanls i federal cazes who are ascused of conaen crines are presumplively denied
peenial releage TR LS O g 31424+). Speoifically, for these comes, there 65 a scbuttable
presusmpiion that “no condition or combinasion of conditkens will reasonably assure e
appearance of the persen as required and the sufery of the coommeoaey.” The Yist of crmes
curtently meludes druy odlenzes carrying maxmuim prisan (ermg of 10 years or more, but it does
not include mnst terronsm offenses  Thus, persons accosed of many drag ofienses are
presunyprively 10 be delamed before trul, but no conmarable presumption enosls for persens
aceused of most LeTTonst cnmes.

Thas section waold amend 18 L5 O § 3142(e} to presumntively deny celéase (o porsons
charged with mimes listcd in L8 U 5.C ¥ 23320 503, which containg 3 standard bst of
otfenses thar are likely te be comomted by terronses  This presumption is waitaneed becanse of
the wrparalleled magnitwde of the danger to the Vanited States and its peaple posed by wcts of
terroristn, and becawse terranism s Lypically engaped in by groups — many wilh otematucnal
cormeclions — that are aften m a position to help their 1nembers fles ar go mta hiding,

Inv wldditim Lo adding tetrorism ofterscs 10 those creating a presumplion in Bavot of
detencicin, this sechion makes conforrdng changes in a provisivo deseribing otfenses for whicl
arerrial defenmion ey be considersd (§ 2442010171 and in a provision identifog Beiors o be
considered by the judizial officer in determomg whwther the defendane's appearance and puldic
gafery can reiscmably be assured thsogh relewsc condmons (8 20420200 L)),

Sectivn 206: “Muss Transpartation ¥Yehick" Teclmical Corvection.

Rizhard Calvin Reid has been charged with attempting 1o Blow up American Aiclines
Flight 93 with boenbs coneesded o bus shiocy, wiile owe the Arlancic Creenn en roule oo Pans m
Miaru  The plane was inrediately diveried o Boston, A federal gramd jury sithng i the Dastrict
zf Massachusens promply indicied Reid on a vacicry of Federal chirges, ancludige 88 LS O 4§
b5, which prohibigs wreckug a “mass transpontation vehicle™ (Section 1993 authorizes uan
g i avicl penalty of up o afe impnsamemem whion g passenger was on the mass wanspoannn
vihicle, whereas an ordmary ¢harge under 18 U5 O § 32(0) peoails onby 8 20-year prisuon leem
whers ng deacl resweiied.

The phrase "ass transponatan” in gechion 1993 15 defmed by a crogs-reference o 44
L& Co§ 53(u)?) {the term also inclpdes schoalbus. charter, and sightsecing transportativn, | &
LS U 5 1993[2)§5))  In comtrast 1o the phrase “mass transporiation,” the word "vehicle™ bas oo
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expbeil definition in seclion 1993, nor is it defined in section 5302, Reid argued thal an arplane s
not A vehicle™ as 1hat ierm i u=ed m section 1993, apd the disoice count dismissed that count of
the iulickreent. See Linfed Seoeey v, Rewd, 206 F. Supp. 2d 132 (I3 Mass. 2002 {ciiog MeHade
v Lnited Nurtes, 283 U5, 25 (1931 (holding that an “aircratt™ is not a “veheels™ noder 1 ULE

§ 411, This proposal speeifically provides a definitiun of “vehicie" for the parpose of 18 U5 C.
1% Thos definiteon s bnoad, including any appasacs thad may be used as @ vehicls, Tlus
provisien alsa waounld make techozal amendroents o the relevant chapter and secnion pames.

Section 407:  Acts of Terrorism Transcending National Boundaries.

L8 LS. 4§ 23326 covers killings and other seripus violent crimes againsl petRons m e
Tlmited Seates, where “conduct transcemding natienal boundanes™ iz imyolved  funong other
groutds. federad jurisdiction ety if any facility of imerstate or foreig conmeTe 15 used in
furtherance of the offense.” or i the oftense affects interstate or freign comoeice However, the
stAtte’s juresdictuenal predicates are narrower than the linnts concained m the Constiution. For
exumple, ihe predicates do not include travel i mterstate or Toreign commmese o farherance of
the offense. This progosal woehl expand the bages for federal jurigdection under § 23330,

mcluding as = junsdicteomal predicare travel o mlecstate or Foredgn cammerce i futtherance nof the
aiffenge

The current version of § 2332k ix deficient Ior the additinnal reasnn thal it defines “facibty
of intaratae or fmeign commerce” o have the sanmc meaning goven Mhat terrm en 18 LS50 &
|93RThH 2] Hut § 1952002} only defines “acility of interstoie commerce” (10 nclude “means of
rranspanatiozt 0d commmemication™), and makes no mention of fercigs cormerce. As a result, 4
2322b w ambaguones on whether e sk stpulaton- that “reans ef Tansporialan aed
SO LG Gonstitule a facihey of . . commerce”—applues with respect to facilitiess of
forelgm commeres. This secnon theretora would cerrect 18 TTSC § 1958(b){2) s that it refers
ta “facilify of inlerslate ar foregn commetoe” rather cthan simply “facility of interstate conuwoerce ™

section 408 Festeelease Soperdsion of Terrorists

Section RE2 of the GSA PATRIOT Act added 18 17 5.0 & 158% ), which auwtboclzes up
1o lifet e postrelease sopervision for the perpetratons of leronst offenses. 1o conrase, the
MK e SUpeTvIsIon period for the most serioes crimes under the general rule af 18 U 5.0
VSB[l 18 frve years, and for most offonses ot is fhoes vears or bess. The raform adopted in the
UsA PATRIOT Act reflects the continuing danger ko the United Stales and iks poople that
canvicled teTorsts may pose even afler completuen of o term of iroprsonment, and legislative
recogmition that invalveeem by offenders mterronsm may be the respdt ol pecistenl (o lilzlong)
ideclogwal corrmitrments that will not smiply disappcar within a tfow veas of release
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T'his section of the bill makes canforming amendments needed 1o eosure the effctiveness
ot the USA PATRIOT Act reform 1n part, it makes conformimg amendments in provisions
affecting re-imprisonment on revocatian of supernsed release based oo violations of relase
caonditiens. Corrently, 18 LS C. § 2585 e){3) louts mrpriscnment fallowing revocatien to five
yeurs m caee oF a class A febony, Uhree years in case of a ¢lass B fclony, two years in case of a
class ' or D febony, and one vear atherwise  The anémlinensls in thiz section do not change these
nuemnum peniads of relvgwisoniee, but they smend § 3523(¢3(3) to make it clear that they are
Immtations o) rentpaisonenent based on 5 particular revocation, rather than Imoiks on agaregate
cerprsanment for an oftender whe persistently vinkstes release condinens and s sobject to
multiple Fevocations on thet basis.

‘The hell alse makies 4 cormplementary change m 18 5 5.0 § 3553h). Section 2583(15}
currenfly provides that the court may impose a term of superyised release to follow
remprsonment based on revocation of relesse —bat not if the noaximum reimprisonnend torm
allovwed by § 3583{e){ Ih was imposed  Thus. the coutt is barved from imposmy the mavimum
rennprasonment terr—evie i 1he makimurn weom is flly warmanted by the nature of the
nifender’s violatioh of relesse conditinns and resviting dangert (o the public—T the court wanls 1o
pesecte Lhe apbion of prowiding furthet supervision for the affender once the term of
TEUMRTIRCOMEN: i5 aves. Since this fmilation warks againgt the cifective supervision of ielased
terrorsts and prolection oF ghe public, the il praposes t 0L be elimmated.

In additszn, thos section provides that the sehicnes for a lerocist offense withio the scope
of 1B ULE.C. § 35E3(yp must inciude 2 teem of superased relesse of at leasi 19 years By way nf
COMPANZON, prosisiote of the drug lawes that authorize extended pusteelease supervsion perods
ton cermain drup alfenses mandate that the senlence ropose supervision serms of At least 10 years,
eight vears, s voars, five years, four years, threc years, wa vears, or one yew: fbor vanious
offeoses and uffenders Yoo 21 US.C § B4]. The comesponding propozal for terronses in this
ball refleces the judemenn tha persons convicted of terrorst crines penerally pose a sufficient
Fublic safely concern that they should uniforroly be subject oy observation far a substantial pericod
altimme llowing release This does oot curtail the cout™s nermal awthonity e revsit the period
P seper s nmpased inoche gentenes al any tinwe afler coe year of rebease, and 10 shorten ar
lerroaoiate supendsion if appropeiate. See 18 TLS.CL 8 25830} 1) [t docs, howee , 1eflect 2
wdgrent that the veciod of monttarng and evesight for effenders convicted of tecroris crimes
Shooll ol Jewst e 10 years following releace, unless the connt sfffrmately deramunes thercafter
that Sarther supcivesion 35 unwarcanted

T2us seerion broadens the class of offerscs subjcer Lo earended supervision penods under
18 LL&AL0 § 358M3) bor deleting a lrutalion 1o offenses whick result in, or crearg a forcsecable
risk BT, death ar seviows jecy With this smendmen, the pavision ineludes ofl o Fenses in the
staticdard st of crienes likely to be comaniesd by terrocists and suppartees o terrorism {see 18
VPR Z232M g 51 (B The existimg bmitation conld complicats or prevedl the wepeasition af
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appraprale Supetvisicn pejods on persons eqnvicted of non-wiolent terrarist sifenses — such a5 2
cyhorterronam attack on the United Seates thar reselis in tens of billions of dollars of econumue
darrge—-and en persons Who provide the esseotial Aoancial or ather maceisd sugmpett for the
spparatus af iermanste, bot do el directly cngage thewsehves m violent terromist acts. The
conlinuing danger posed to che national security by such persons oy be oo less than that posed
by the direct perpetraress of fereorist violence, and the courts should be aflorded the sane degres
of discretion in preseribing postrebease supenvsion 0 ther clees.

Sectivn 409 Suspension, Revocation, aod Denizl of Certilicates for Clvil Aviatlon or
Mational Security Reavons,

Thiz seerion provedes procedures for the suspension, tevacalion, and dendal of pilot
certificates in relution o persons who pose a threat to civil aviation o1 nabiong] secunty.
Theie s an remediare practical necd for clanfication and confimnation of (ke authority of the
b ndder Secretary of Transpartation for Securily and the Federal Avagion Admmistratiwn (FAA} M
Uis area because there are scveral pending challenges 1o FAA revocations by persons whaose
certificates were revoked following netification that they “were known o pose, or suspected of
posing, a risk of K piCacy of ferrorism or a threat to airline ar pasenger safety™ (A9 LS O §
1L47RE23)

Secton 410: Mo Statute of Limitations for Tervorism Crimes

This secion broadens (he class of olfenses that may be prosecuted wibowr Tinutateon al
tHrne under 15 1L5.C. § 3286(0) by deleting a lurutation o offenses which result m, or create 4
fneseeable risk of, death or sericus injury. With this amendomeot, the peovision includes atl
offenses in the standard list ol comes likely o be cammitted by temonsts and suppuortecs of
terrorgsm (See 18 LIS O 8 23320 51 The sxstmy lrmitataom could cormplicate or provent
the prazecution of persons cunvicted of ron-violcal terronst oftenses—such as & cybertertorism
ik on the Lmted States that results in rens of hlhoas of dollurs of economic damage—and of
persoms who provide the essenital Beancial ar other piatcrial sepport for the spparatus of
terronsm, bat do not directhy cngage themselves i wiolent Lerrerist acts. The continung danger
pased Lo the sativnal secwity by such persons may be ne less than that posed by the direcl
perpetrators af tecrorist violence, and they shoodd not be eeitfed 10 permanear irmmuesty from
praseculion mecely because they have succesded m avowrhing identification and appreheniseen for
zomne periad of ime

Section 411: Fenalties for terrorist murders.
Existing, law does nat congwtentdy provide adeguane oxdoor penalbties for fatal acs of
terrorasmm, For sxample, a2 vase o wlhich @ wemronss caused massias Joss of Jife by suboalaging a

nangnal defense anstallation m vialation of 18 .5 C. 5 2155, sabotaging & nuclcar Tacility in
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viclation of 42 TLS.C. §.2284, nr destroying an eoerey facility m violation of 180 5.0 § 1268,
there would be no possibility of imposmy the death penalty under the statutes defming 1besc
affenses beranse they contain no death penglty authorizations

In contrast, docens of other federal vialent cnme provisions suthorize up to life
irprsomnenl ar the death penalty in cases where victims are killed, There are also ¢ross cutimg
previsiens which authotire Lhese sanchions for specified classes of offenses whenever death
tesults, such as 18 TLE.C.§ 2245, which provides thal a person who, m ihe cowrse of 4 sexual
abuse offensc. “cogages o conduct thet rezulis m the dexth of 2 persan, shall be punished by death
or inprisoned for any tecen oF years ot for lite.™

Thiz sceriom similarly autharizes wriiormaly ap to ditc imprisonmen. or the death penaley for
conkduct resulting in death that eecurs in e cowrse of the offenses likely o be cormilted by
terransts that are listed m 18 US.C. § 2243h{g) 5t B) or in the courze of terrorisl aclivitics as
defined o 18 US4 23110 under whe amendosent i section 121 ot this bill.

This section also adds the new provisien covering terrorise offenses resutting n dearh
[proposed T8 L1540 & 233900 w the list of afenses in 18 1150 § L502[c) Ly whose
CORMESELSN Derrly the jury to conseder imposttien of the death penalty. This will tnake the
Geliom af capital pumshment available reore consisteotly in cases mvolving fatad termomist cnmes.
The wnposition of capital punishment in zuch cases witl continue to be sebject 1o the 12quirsment
mnder 18 L5 € § 3391 that rhe offender have a Tngh degeee of culpability with respect 1o the
death of the viztim o wictioe, snd 1a the requirement that the jury conclude 1hat the dearh penalty
is warranted woder the standards and procedures of 15U S.€ § 1593

Subtitle B: Encapacilating Tervorism Financing
Sectivn 411 Increased Penaides for Tetrorism Financing.

At present, he wecamom vl penabey for vaolanons of gee Imemational Croergency
Econcrmu Powers Aot S0CLS C & 1] o sy, 35 oalye 510000 per violaon, see 300050 §
1705 This is @ relatively mild maximum fing; the grvil renalty for vinlations of the Clean ¥ater
Aoq, for charnple. 15 Tully $25,000 for cach day the violation persiss, See 33 U S0 § 1218(d)
ILLFA s modest cuvil pemially may oot adequately deter individuals wha are congsidenng crgaging
In geoneims tinsastions that finance terorist onganizations, or olherwsc trading with prohibired
peazuns  And piven the severily of lectenist threats, and the crmzequences uf a successful fermanst
arack, the United States should he able to nunizsh these @ he findooe eerrarsm at least o saveraly
25 1L vin purssh pellarers Thiz propuosal therefore weold amend 1IEEPA L0 incieass the maxi mur
civie ponalty asiogn froom § 140, G090 pec viglabon 1o 550 000G per violation.

Sectinn 422: Maoney Laundering Throngh Hawalas
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Undet federal law, a financial transaclion constiendes a money laundering offense caly 1f
the funds invaived 1o the fransaction represent the proceeds of some criminel offese See LB
DS.C. § 195a(ak L) ("represents the procceds of somc form of onlawinl activine™y;, 13 U5 C §
| @57 fHZ) (“property constituting, or derived ftom, proceeds obtained from a criminal offense™)
There is sonie uncertainty, however, as to whether the *proceeds element™ is satishied as to all
azpects of 2 money laundsning scheme when twa or more tansscions are conducted in panatie].
Fin examipie, consider ie following rransaction. A sends dnug proceeds wo B, who deposits the
mopey in Bank Accoumt 1. Simultaneows]y or subsequeily, B lakes an egual gmount of mohey
fiom Bank Account 2 and scnds it A, or to A person designated hy A The frst bansaction
from A to B clearly satishies the procesds eleiment of the money laondering statute, hut there .8
FOIME uUesion as eo whether gecond fransaction—the one that involves anly {funds wwhdrawn
irom Bank Actuunt 2— dess g0, The queslion has become inereasingly important because such
parallet mansacfiens are the technigues used to taurder muney through hawalas and fhe Black
Blarked Peso Exchange.

Several courts have addressed related issucs, holdng hiat otk parts of the paratle] or later
tranzaction (smetimes called a “dependent” transacton becawse it would not have occwered but
Tus the ficst transaction) amvolve erimunal procesds for parposes of the money laasdesing sttt
See [nited States v Covew, 232 F.30 841 {8h Cir 20007 {whers defendanl recerves cash fredn
drug dealer. and gives drug dealer checks drawn on own Minds in retum, transfer of checks 152
muney laudedng offense mvolving SUA proceeds kUnited Stares v. Markgrious, 131 F.3d 604
[ Pth Cir 1998) {if check constitting SLA proceeds is deposited 1o bank account, and second
chesk is wrilten au thad account, seconed check constitares proceeds, even of first chechk has not ye
clearcd), Cmited Siates v Fareitgron, ZO00 WL 1731906 {12 V.0 24810 (i check constituting
SUA proceeds 1y deposited inta bunk aucount, and second chock s diawn an same scoounl 95
same day. second check 15 SUA proceeds. cven though fimst check has not yet cleared). This
propusal ia Diended Lo rerocve ] uncetadoty s tis powl by peeviding thad all constiiare pars
rf & set of paralizl pr dependent transactions invelve criminal proczeds 17 one such ransactian
ilaes s0

Section 423 Suspension ol Tax-Exempt Status of Designated Forelgn Terrgrist
Lhganizatinns.

A proup that the United States formally designates as a “terranist urganization™ is biable,
BrOGIE “TAMy MeAswres. Lo have their assets frozen and Meir members bamed from emiecing, the
United Stales. [awever, under current las, “temonst arganizations' that have rog)stered as -
exemyl crgamizanons under section 5491 of the Enfermal Revenuwe Code can retain hen tax-exempl
glalus, Asd individuals who cominibute Lo these destgnated “lemoris oganations"” soll are able
tor sledict thass carcributuons.
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Thig sectipn amends section 561 of the Intermal Revenue Code to suspend autoneatically
e rak exeropl stacs of any group apon its designation 45 a teerorist organizalion”™ woder the
several anthonties. 1t also denies deductions for any tomations made to such organizat ons ducing
the paericd of zuzpetisiom)

Seviion 424 Denizl of Federal Benefiis 1o FTerrorists.

urrent lavy allows foderal coutts io deny federal benefits tn persons who have been
convicted of doos-trafficking or drus-pessession errmes. 21 U5 O B 362, Ax o resull, thege
convicts «an he prohahited, for periods of up i lite, from receiving grants, comeracts, loans,
profegsional licenses. or caemmercial licemses that arc provided be a federal agoney of out of
apprnpngied (unds. Bt despiie the fect thal beromsm s ol Jeast as dangerows to the United
Stares” national securiry as diug otfenses, thore presently 15 na legal authonry to deny federal
henefits to persons whi have been cunvicted of terrensm oomes. This section wowld eliomare
1his incohsistengy, and ensure that the same disincentives that the law creates with rospect to doup
crimes are vl lable in the wrmsmsm context, as well, Specifically, 1 woold give federal cowts the
aucherity o deny federal benefits o anmy person convicesd of an offense lisged in 18 LSO 4
2R3 S BY.

Seclion 425 Correctivns 0 Financing of Tecrotisn Stiatuie,

‘This section cormects & number of drafing emmocs in the receatly enactsd Brancing of
rerrorisire sfatule, 1B 5.C 5§ 22380, and supplies a defmimon far the teamn “mmatecial suppor o
resokres T Bs Eed i thag gtaeute by cross-refersncing the exsting defnition i L8 LS4
2339451

Svcrion 4267 Terrerism-rolated specilicd activities [wr inoney lsundering,

This seetion adds tiree teaorism-related provisians to iec st of specrficd wnlawful
activilies that serve wy predicates {or the money loowbering setole 18 USC 8 1956, Subsection
(@) adds &= a RICO oredicate the offense in 165 U O 8 1% (relanng s1llegal moncy
Leansenitting businesses], which bus the effect of makmg s offense 2 tooney Jauader g predosne
thromgh the crass reforence i 18 LS O 6 1950hH T AY Subsechon [B) ditectly adds as moomey
Varrrilering predicates tae new terronst-Onancing offense o 1S L5 C0 6 233K and the oifensc of
ruEUFing SociEl SELUrL mmbeTs under 42 105 C g A0

Soctfon d27: Assers of Persons Clommitfing Terrarizt Acts Against Foreion Canntries ar
[nterdational Omranicativns,

The LS4 PATRIOT Ad enacted a now forfgiture provision gt 18 U5 O § 98 1ap( D)
pertaneg e 108 assets ol any person planming c perpelialiog an wl of eocnsm agmns the
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United States. This scgrion adds a paralled provision pertaining w the asseis of any person
planning ar perpemrating an act of lerrorism agamst a Forcipn state or intematiomal crganszlicd
whilc acting within the jurisdictuon of the United States,

Sewtion 428. Technical and Conforming Amendments Helating to the USA PATRIFT Act.

Thrs secteon makes 5 numher of cormections relaling 1o peovisions of the USA PATRIOT
Ao, maostly affectiog money laundering or assol torfeimrg. While eazentizlly iechrucal in nature,
these amendments are critical, hecause tvpagraphical ad other errorz i the LS A PATRIOT Ace
provisions are preventing prosecomors from tlly wtilizing that Act's wuls, Fuor example, cemain
new focfeiure authoertiss enacted by thal Act eefer to & non-cristent statwte, 31 11502 § 5333,
where 31 U S L 6 3331 is mtended.

Sbscction {a) makes technical comections ta o naob2l of provisions in she
115A PATRIOT Act. Subsection (b) codifies section 316{aH{c] of that Acvas 1B TL5.C § 987
Subscetion {c) adds explicit language covenng cunspiracies w wo offenses ikeky to be
committed by temorasts (L8 UE C 56 33 and 1366}, conforming ¢ zection B11 of the US4
PATRILFT Act, which added conspiracy language 10 other tervorism otforse provisions.

Title ¥ Enhancing Immigration and Border Scomrity
Sectivee ¥1: Expatriation of Terrorises.

Lnder # 1. 5.7 § 1481, an American can lose bs cikizenslip by votuntacdy, and »it e
intent woeelinguish patiomality, taking any of a ouraber of acticns, mcledongs: (17 obtainmg
Mationaliy in 4 foreign state, (2} taking an aath of allegiance o a foreign siate; and, most
imspurlantly, (3} #aving s the anmed forces of a foreign stage that are enpaped in hostilities
against the United Staves. The cument sxpatmation saiule doss not, however, provide for the
relmgquisling of citgctahip in cascs where an Amencan serves 1n a hostle forsgn erorist
arganizatioe. Tt thas Tails to take asceont of the mymad ways m which, in the modem wocld, war
can be wazed wedains the Unined Siates

Thas provizzon wolld amend 8 U E O § 1481 to make clear that| just 28 an AMENCAN cian
telinguish his citizenship by serving o a hostile foaeign aroy., 30 can be relinquish bis ciizenstup
Lw serving in 4 hostile terronst organuration Specifically, an Amencan could be expatriated if,
with e inlend Lo redioguish notioality, he becornes o member of, or provedes material suppod .
g grouys that the United States has designated a2 2 “termanist organization,” i00@t geowp is
erpapred 1 hoslihities apaiost e Thoted Sraves.
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Thas provision alzo wruld make cxplicit that the intent te ebinguish matoeality need net be
manifested o words, but can be infered feum conduct. The Supreme Court, already has
racogmized that intemt can be inferred From conduet Yo, ¢ g, Funce v Terrazos, 444 U8, 332,
260 { 19RU) (recognizing thal (e 'interd (e relinguish civzenship . . . fean be) expressed in words
o .. Found &5 3 fair inlerence fmom proved conduct™); pee afvo Kore v Ropers, 403 F2d 115E,
1IA% b Cir, 1972) (“[5]pecitic subjective imtent 1o renounce United Stateg citizenship . may
[be] prove[d] . . . by evidence of an explica renupciation, acts inconsistent with Unived Stales
citizenzhip, or by aFfitmstive voluntary acis] clearly maifesting a decision w acce {toregn]
nationality.” {citations ommivwed)); Dnired Serees v Schiffer, 831 F Supp. | 166, 1194 (E.D. Pa,
1993 [("Specitic intent may - be proven by evidencs of what steps the alleged expatriate did e
did met take i contection with his expatriabing acts ™), g d withowt aginion, 31 F3d 1175 25d
Cir. 1994, Epacifically, this propozal wowld make serviee o a hostile anmy of temonst group
prima facic evidence of an intent to retaunce citizenship.

Section 302 Enhanced Crimrvinul Fensltes Tor Vielations of Immigration and Nafionadiny
Act.

Alienz all teu frequently Nuunt the requirements of the Immigration and Mationabity At
bevause that satote decs not include effective eriminal deterrence. These are sminimal cnomimal
penalties directly attacked o Fundamental violations, ar there iz no effective prosecution of
fraudulent dacernents, marmage frawd, ar unlaweinl empleyment of aliens. Criminal penalbies o
SOMME CASES 3re TMIAEnIEEnars aF require Uizl a pattern and practice of vielations be shown 1o
wedtrant feloaty penishment. Thie prsvigion would amend the IKA to increase the peoalbes fora
numner af wmngracion crimes. includitng unlawful entdes, alien-smuoggling crmes. erimes
wevalvitg fuwl. and fwilures to depan.

Sective 503; Tnadmissibility and RemovahfHiy of MNational Securliy Allens or Criminally
Charged Aliens

The Attorney Genersl decs not buve sufficient aolianily e har ae alien from the Lnated
BrAlcE, of 10 remove an alien from the Unsied States, on the basiz of national secunte. Thoe dircer
aothanty for baming admission or reoving @ alien does net provide sufficient authority Tar
action based strictly on national secunity grounds This provision would give the Attomey
Cremeral sufficient anthonty to deny adittission 4o the Uniled Staies, ar to remove from the Unated
Atarcs, hose individuals whom the Atlomey General has reason 16 belicye would prae a dangd
i the natianal secunty of the Linited Srates, based un the statutary definiticn of “national
SCCILEY™ umaer the Ace in conngclior with the deageanan of forgign errorist orpamzalions a0
rew reund of odmocisibitity, ard the new ground of veneaval, ereuld parale? e suthonry
enrrently granted 1o the Secretary of Stae n IMNA § 2 L2aH2MCH) to determene thar an alien’s
entry or aolivitics te Secretary has reasonable pronnds fo belcyve would have potennally serious
adversie Jureign palicy consequences For te Unived Siales, terehy making the afien excludahle.
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In this case, the Attomey General must have reason ta believe that the alien poses a danpes to the
nuticnal seourity of the United States and may deay admission. In addition, this provision wuuld
g1ve the Attomey General the authonty to har from the (nited States aliens who have been
convicted of, or charped with, senows cnmes io dher countrees.

Secton Sid: Expedited Removal of Criminal Aliens.

Current law provides For the expedited removal of aliens in very limited cimcumstunces
Expcdited remorval enables the gowvermnment to quickly cemmove from the Uied Staes centan
altens whe liave been convicted of cortain crimes, and renders the alicns incligible for
*digerefiomary reliell” The expedited remuyal suthonbes (5el forth i section 238(k) ot the
Iroomdgnation aed Nationaiity Act, & US4 § 17228(b)) anly apply $6 nonpermanent resident aliens.
In addition, cnly “aparavated felonies” can fipeer expedited rerooval. But once an ajien has b
cumvicled of a crimunal offense, any additional adrmmistrative process 5 unneCEssany: & ot has
already found, beyond a rewsomable daubd, that the aliens has coruninted the acts which render b
rerncwable  Mor iz fhere amy reason fo distinpuish between aliens whn are permanent residents
end aliens who are nod: for bath types of alies, e fao of a coiminal convietion suffices to
estallish that @ pergon is remaovable

This prowision would strenghen the sxisting sxpedited renwval authorfies in several
ways, First, il would ¢xpand the induviduals subject to expedited remaval to include all aliens, not
Just nonpermeneat residents. Secand, i would eapand the expedited-remroval triggenng ermes 0
include same of the offenses listed in 1NA B 23720 20A), (B, (C) & (I, including passessiom al
conirnlled substancex, firearms affenses, espionage, sabolage, weason, Qiweatls against the
Fresilent, violations of the Trading with the Encmy Act, draft evasion, and certain aliem
amngpling crimes. Perversely, many of these offenses are far mane serious than “aggravated
elonies,” and ved at prosent do not migger expedued removal

in additton, thes provision wonld curtail the suthnmties for contested jodicia] @noval
cwrently coditied a0 INA § 238(0) (8 US.C. B 1228(c)). Comtested pudicial repoval hay heen
scidom utilized hecause ity procedures are wndeby cumbersome. They reguire the prosecaser and
distoict judge Lo ey dormigration reliel ssaes which are outside thei arcas of cxporiee—ssues
1hat paricnlacly in the ermimal context are properly comemitied to the Anomey Geneeal's
discretion. The existing process alio requenes the IMS Cormussioner 10 maks muktiple
subnusiicns, onoe i preseniing, the immigration charpes and hasis, and then o respondiog 0o any
veliel reguest 1he alicns might ouke i te procseding  The entire process signiticantly expurals
the scope af the crimonal trial The propozal to expand the streamimed] almemstoativc procesys e
cover more alens and mere erimes would render conngated jucicwal rersnaal largely supertlucus.
This wroendieent wouold, hewever, preserve stipulated judicial orders as under cxisting subsesion
{o)3)  The amendment afzo would correct & sechnica] emor m the section numbermg.
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Gection 5053: Clarification of Continuing Nature of Failureto-Idepart (ffense, and Drletion
of Provisions on Suspension of Senteoce.

The existing offense of filing to depart i defined i sccrion 243(a)] 1A} of the
Irnenigration and Mationality Act (8 LU.5.C § 1253=) 1J(A)). The statuke applies 1o an alien’s
failure to depaas "within a pertod of ) days from the date ol the final urder.” While ts
grovision reasonably can be imterpicted as a contimuing alfcnse, L i3 conccrvable that aligns who
have willlully remained in the Unieed Staies Far scveral wears atter a final arder uf removal might
ciaim (hat prasecusion is barred By the 3 year periwd of lbnitations (18 TLS.LC.§528T)

This arrrendment woull clanify cxesting Law Dy making it explicit thas 2 witltul failyre 1o
depart is a continuing ofiense. Speci fically, il would amend sectien 245(a)(1HA} o expressly
state thak it it unlawdul for any alien against whoe A bnal coder of removal is cutstanding, willkully
10 remai in the United States mure than 90 duys afler the date uf the bnal arder nf cemoval under
alministrative nrocesses, or iF judicial review B had, then mone than Y0 days after the final coder

of the comart.

Subsecticm (b of this proposal ehirninates {he autharity of courts under 3 © .0 4 1253a)
b suspend Fur good cause the senlonce of an alien comvacted of farturs 1o depart This authaely is
sconsistent with the general principles of federal semiencing law, including the 1984 SentEasIng
Eefuri Acl which, aaong oiber things, aholished suspension af sentence generally fur foderal
affenses  The ability of courts to suspend semkenees far Tailure o depat renders the potental
cricing] penabines B this offense inetfective. The Iepactment does ket expect 1l subsection (b)
wauld be applied peraactively 1o cifenders wiiose offerses accwired prior to the date of
enpCIment.

Section 506 Addidonal Removal Anthopiiies,
This section augmcnts the specitication of phaces 1o which aliens may be rempved wncer B

L% e & 12117h), to provide additicnal options where the ulicn cannat be Temayed Lo any countey
currently specified in i statube.
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A BILL

Ta cahance the domestic securey of the Tinited States of Americe, and for other purposes.

Be it enacted by the Senate and Howse of Ropresentatives of the Unired States of
America in Comgreds wsembled,
SECTION 1. SHORT TITLE; TARLE OF CAONTENTS.

4] SHORT TYTLE — This Acl mav be cited as the "Thmestic Security Enhancersent Act
of 2003 ™

(o TABLE OF CONTEMNTS.  The table f contents of Wthis Acl 35 a5 foliows.
Sec. L Short Tike;, Table of Contonts

TITLE ] IENHANMCING NATIONAL SECURITY AUTHORITIES
Subtitle A Foreipn Intelligence Surecillanes Act Anmndments

Sec. MWL Individual Terrorists az Foreign Powers.
Ser. H02. Ulandestine hitelligence Activities by Apznt of 3 Fereign Power
e, 103, Strengrhoming Wantime Auchorties Under FISA
Ser 104 Sirenpthensng F1SA's Presidentiz]l Autharization Fxeeprion.
e [R5 Law Enbfarcenent e of FUA Infomaation.
st |3 Defense of Rehance un Authorzation.
e 167 Pen Regswers in F1SA Inveslipgaions.

mec 1BE Appointed Counsel in Appeads Le FISA Court of Review.
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Scc 108 Enforcernwnt of Fareign Intelligence Surveiliance Court Orders
Sec 11D Yechnical Correction Relued ro the TUSA PATRIOT Acl
Sec. 111 Intemmational Tevorisl Qrganeeativns s Foredgn Powers,
Subtit)e B. Eobanceimeent of Law E.nfun;enmn.l Inivestigzative Tools
Sec [21 Defimtiom af Termonst Actiagics.
Sce 122 Inelutiom of Terronst Actinties as Serveiliance Predicates
sce 122 Extension of Authonzed Penods Relating to Surveilbance and Searches m
Investegaticns of Temronst Activities.
Sec. 124 Mubti-function Devices
Sec. 125 Matwnwide Search Warrants in Terroiisim Investigations.
Sev [29. Eyual Access tn Consumner Credit Reports
Goe 127 Autopsy Authooty.
Sce 127 Adnomistrative Subpoenas o Temmonsm Investigatinng.
mee 129 Strengthening Access By and Lze of Information in MNationa] Secooty

Imestigations

TITLE || - PROTECTING NATIONAL SCCURITY INFORMATION
Sec. 201, Prohetition of Discloswe of Tenoism [nvestigaton Detainee lnformation
ec, 202, Distribution nf " Weorss Case Seenanio” Informalion
s 203, [oforreation Relating to Capiiod Buildings

Sec. 20d Ex Pae Authonzateoms Lnder O lazsidied Information Progcegures Act.
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Sec. 205 Bxclusiem of United States Security Bequirements from Grass Incomc of

Protected Oificials.

Soc 206 Grand fury Information i Tenorisn Cases.

TITLE [l - ENHANCING [NYESTIGATIONS OF TERRORIST PLOTS
subtitle A Terronsim Jdentitication Database
See. 301, Shom Tule.
Sec. 302 Collection and Use of [dentification Information trotn Suspecied Terarists and
CHher Snorecs
Sec. 203, BEstabhshment of Database Lo Factlitae Investigation and Prevenfion of Terromist
Activilies.
scc Mg Defnntions
Sec 103 Eaisling Authontics
dee Al Copditions o Kelease.
Subititle #- Facilreating Intotmaticn Shariog and Cooperaticn
dec. 321 State and Losal Infarmation Sharine,
mec. 3110 Apprepriate Remedies with Kespect 1o Law Enforcement Surveillance Activilies
Sec. 313, IRsclogure of Inforoation.
Bubtlc © Faclianng Intemationgl Terrorsm bnvestigartiods
s M Awhomry iz Seek Scarch Warnants and Orders o Assizt Fargign Starcs

sz 3220 Extraditiem @ihout Frealies wed for Offenses Mot Covered by wn Bxisting Treaty.
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TITLEIY TNHANCING PROSCCUTION AND PREVENTION OF TERRORIST

Lev

Hen

Her,

LG

Heg

ol

e

Beu

Sew.

e,

CRIMEE
SUlAtle A Increased Penalties and Protectrons Agamst Terroriel Acws
401, Terrorism Homsess,
402, Providing Marevial Support to Termansm.
40} Weanonz of Mass Drestruction.
4 Use of Eneryprion 10 Conceal Crimimal Aclivily,
A% Presuwmption for Prefeiy] Detention i Cases lovolvieg Terronsmm, Firearns,

Hxplosives, or Senous Wiolent Felomnics.

406, "Wass Transpariation ¥ehicle™ Technizal Lammestion
- 40%. Aces of Temorism Transsending Mational Hoondamies.
408, Postrelease Supervisiom of Termnmists

CAGR Buspenzion, feeocativn, and dendul of certificates for civl aviation or nstivonal

“SgCUnly reasons
Al Mo Satute of Firgtacions Tor Teraristo Oiteoses.
4171 Mepalies for Ferrarizt Murders
Suhtitle B Ipeapacilacite Terronsi Financuig
421 Increagel Fenalties for Terrosism Financing
422 Money Launderiy Through Hawslag

424 huspension of Tax-l2xenne Sratus af Degipnated Ferronst Chrgamizacions
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Sec. 424, Demal of Federal Benefits 1o Terrorists.

Ser. 425 Commechions to Financing of Terrorism Statute.

sec. 426: Terronsm Kelated Specified Activities for Muoney Laundecing,

Sag, 42T Avsets of Persons Comotting Terrenst Acls Against Fercien Countries or
Iaternational (hrganizafions.

Zec. 428: Teclmical und Conforrmung Armendisents Relating o the USA FATRIOT ACT.

TITLE ¥V —ENHANCING IMMIGRATION AND BORLDER SECURITY
sec 301 Expatteation of Terronsts.
Sec 52 Enhancod Critninal Penaliies for YViolations o Immigraticn and Naonaliy Act.
Sec S0 Imadenissibileyand Removability of Nativmal Security Aliens or Criminally Charped
Mliens,
So 504, Lxpedited Berooval of Crimmal Aliens.
Sec. 505, Clanfwarion af Confuong Mature oF Faillure-ra-Depart OFfense, and [ebetion of
Frovigions vn Suspension of Senence.

Sec ST Addmiona Countmes of Resoval.

Title 1= Enfvaneing National Secority Authorifes
Subftitle A Foreign Lntelligence Surveillance Act Amentdments

Sev. LO1: Individwal Terrorists as Furcign Powers
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Section 101{a)f4} of the Foreign Intelligenie Surveillance Ace of 1978 (50 1.5 O
130 {ayi 417 15 armended by meerting “or vdividual” after “wroop™.

See. 102 Clandestine [ntelligence Activities by Aycnt of a Foreign Power.

Sectica 10L{b)(2 W A) and { B} nl the Foreign [nellipence Surveillance Act of 1378 (50
L S.C 1801iBH2)[A} and (B)) are each amended by stoking ©, whicl”™ and sl that follows
through "srates™.

Sec, 103: Sirengthening Wartime Authorities Under F]5A,

Hectenns 1171, 309, snd 404 of the Foreign Intelligence Surveillance Act of 1978 {50
L5 1811, 182, and IR44) are cach arvendod Ly baserliong ufler “Cungress” the fullowing
*, 1he enactment of legislation sutharizing the e of nulitary force, o an attack on the United
Jtates, {13 [ECrilon % LT possesyions, of g armed forces ereating 4 national emergenay™
See. 104: Sirengihenipg FISA's Presidential Authorization Exception,

scerion LDECa DA 0) of the Foreign ntelligenee Survcillance Act of 1978 (50 LLS.C.
THUZCAYN WA 12 acvenled Ty sicilomg ™, cther than the spoken commonications of

mdividuals, .
Sec- 105 Law Enlurcement Use of FI%A Sntormation.

Secnions 1000BE A03(c), and 405{E) ol the Foreln Intellipence Surveillance Act af 1978
f=0 U R0 18060k), TR25 ), and 184 5(k)) are cach amended by sinking “the Attormey
General™ and inkerting “the Atenmey Coneral, the Deputy Altoimey General, the Assooulc

Ararney Geacral, vroan Asssitant Attomey Cieneral desienated by the Arloroey Genperal”

See. 106; Delensc of Belignes on Authorlea tion,

-y -
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(o} Bechon 109 of the Forsigm Intelligence Surveillance act of 1978 (50 U 5.0, 18055}
i= armended by i.mci‘ting atter “jurisdictim” the Tullawmg: “or waz authonzed by and
comducked purswant to the authorization of the Piesilent or the Attomey Creneral”.

ih} Bection Y070 of the Foreien Intelligence Surveillance Act of 1978 (50 12 5
1E27(0)] 15 amended by e g afler “junsdiction” the following: “or was aathonzed by and
cuntduced pursuant 1o the authorizarion of the President or the Attomey Gieneral”.

e 107 Fen Registers in FISA Invesdpations.

Secpian AN2a) 1) of the Foreipn Intelligence Surveillance Agt of 1978 (500 5.4
1842¢a)i L) is aenerded by srriking “nuot conuerning” al all that Tallows through “intellipence
acliviries".

Yec. 10R: Appoinied Counsel in Appeals to FISA Court of Review.

Section 103(h) afthe Foregn Intcillipence Survetllance Act of 1978 (50 U S.C. 1803(R))
s amended by inserting afier the hicst sentence the following “The counrt of review in irs
dizcretin may appoinl cowsel, ek appropriate secunly clearance, b delend the denial ul
the application, and such coungel shall be compensated us provided for representation e an
appellie court case under section 3000AA} of tile 18, Uniled States Code. ™

Sec 109 Enforcement of Foreign Enteligence Survelllance Caurt Orders.

Section 103 ot the Forgipm Intellipenee Surveiltance Ack of 15978 (50 LLS O 1803 is

arpended by —
(1} redesigmating subsection (d) as sebscotion (e}, and
(2} mserting afier subsection (c} e fallowing:

“[d} Eaforcernent of conrt™s orders.



20

B

CONFIDENTIAL - NOT FOR DISTRIBUTION
Draft—tanuary ¥, 203

“The court cstablished by subsection {2) shall bave the surme authority as 4 United Srates
istrict coust o enferce its orders, meluding the sutharity w pusish any disobedience of such

orders us contermpt of court ©
Sce. 110 Yechmicnl Corceviion Related 10 the USA PATRIOT At

Section 224{ap ol Pub [ 1HF7-56 is amended by inserting =204, before “205".
Sec. 111, International Terrarist Organizations us Foreign Powers,

a1 Secten LO1{) of 1he Foeign Intelligence Survcillance Aot of Y978 (50U 5 C

1B (Y s amended by striking "ot {3)" and isenting (3}, or (4"

(U} Section 105{s) of the Foreien lotelbigence Surveillance Act of 1978 {50115 O

[RAO3CH is woended -
(1) m paragrapl { by, by sinkemg or (317 and ieserting 3, or (437, and

{2} m paragraph {2}, by styiking “ur apainit & freign power az defined e section

G Tgapid) that is ot a Lmited States poason,”™.

(o} Section 30404} of the Foreipn Inteligence Swovcillance At of 1972 (50 L5 T

[E24000) 15 amended —
(11| paragraph (1), by strking “or (20" and insecting {30, o {457, and

(20 paragraph (21, by stoking “or against a forepr power, as defined in seclion

P (a4}, that 15 not a United Stares persan,”
Sohtitle B: Enhancement of 1aw Enforceinent Surveillance Tools
Rac. 121: Definition of Terrarisi Activities,

[&] Section 2310 of e 18, Loied Siates Code, 15 amended
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{ 1) by cedesignalmg parsgrapls (20) and (21) a3 pavagraphs {227 and (22)
regpechively, and
{2} by ingerting after puragraph (1%) the folbewinge:
"(20) "tertoTist activities” means an offense descnbed v sectiun

233Z2W g 5I(BY, an offense mvolhved in or relaced to domestc ar intermational tEITOTISM 45

definedt i section 2327, 07 2 COMSPICARCY Qr aitempt i engage o such conduct,
W21 “critninal investigation' includes any westigation of terromist activites;”.
{h} Bectinn 312710 of title 18, United States Code, 15 smmended by nserteng "arrarst
activties”, ‘crimona investigarion’," wher “sernce "
Sec. 122: Inclusion of Termrisi Activities as Survelllance Fredicates.
{a] Section 2316 uftitle 14, United Seates Code, 15 amended -
(10 subscotion (1] —
|A] n parapraph (o) -
{i) by inscrting before “section 1992 (relating to wrecking traing)™ the
follpwing: “section 37 {relafmg to vialenee af international irponts), seckion

SA0(c) yrelating to atack on Federat faciliy with fircarm), wecrion %50 {comspircy

Lo beaaren persLns o property overseas ), and

tify by inserlng betore “a feluny violation of section 17028 the followang

"regtion 19973 {relating to mnss ransportallon systems),”
{B} i paragraph (q), by stnkong all that fallows ehe Remicalon;
fO by redesienating parageaph (0 as paragraph (5], and

£0] by mesertiee after paragraph ¢33 the feblvang
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‘_‘{r} LTt activities; or'’ and
{2) i subsection (2] —
Ay by insecrieg “or activities” hefore a5 to which”; and
(A] by mserting "“terrorist activilias ve” befure “the cormmzsion™

(b Seclaon 23 1B(THa) af tele (8, United States Code, iz anwnded -

{1} by redesignatmg swbparagraphs (i) and {ii) as subparagraphs {iii} and {iv)

tespectively, and
(2] by mserting, attey subparagrapl (1) e following:
“[iL) terronst agtivigics,”
(ep Section 31230k 1D of 1ide 18, United States Cade, = amended by inscriing “ar
acliaies” aiter “offenge”
() Section 3125{2){ 1y ¥ ulde 18, Enited States Code, 15 amended —
(1) i subparagraph (40, by stoking “oc™ at the end,
(2] by 1edesignaling subparapraph (B 55 subparagraph (D), and
(3 by nserhing atter subparepraph (A) the following:
“{B) lerrorisl aciivities:
U0 comspuraionat scrivicies theearening the national seeurity interest; o’

i) Section 31271 A) af title 18, Unsted Siates Code, 15 aroended 1o read as

Mrllews:

“iaA) any desemigr caur] of 1he Lloaeed Saees Gocieding o coapitcate judpes o soch o

LOUER] o iy Llmiled States conae af appeals that

- 11k -
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*li) has junsdiction aver the offense or activities being investigated;

i is i ar for a disteect jn whicl the prowvider of wire or elecironic

comumimicatkn service s locaied, ar

“(1} e an or for a distoct in which a Jandberd, -custodian, or other pason

suldect fo section 2 1240a) ur (b)Y 15 localad, o™

sec, |23 Extension of Anthorized Perieds Relatng o Survelllance and Searches in

Investpations of Terrorist Arctivities
{a} decrion 2516 afritle 16, Thiled Staces Code, 5 ameade:d -
(1) m subzectinn (5} —
(A i the fest sentence, by msening “ar, in the case of an inlercepeion cedaring o
terronst aolisnnies, ninery days”™ afler “thitry days”.

(B} i the sesond sentence, hy stoking “Such thicty-day penod begine" and

Liserting "Thess perods beprin'™,

(T} in the founih soatcnae, by inserteng o1, in the case of an intercephon relating

tor terronist achvidigs, nongly davs™ after "tharty days”, and
I the b senteice
(1} by stkng “practeable,” and ingertmg “practicable and'; and

(31} by steikieyr *, end mast eermonate” and all that followes Qoouh *thioty
davs ™, and
[Z% m subgection (G}, by inseriing in the second seatence atter “require”” the following:

g Lok as o interyval 15 fess than doarty days m the case of anomterception cedabing to

cerorisl actoy dees™.

-1l -
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(b} Section 2705206200 A) &od {11y of ttbe 18, United States Code, are amended by

inseTting "ot the national zecurity” after "mdividual™.

(o) Section 3123 c){ 1) and (2} of title 18, United Siates Code, are amended Iy insecling
after “or, in an investigation of leprorist activities, 120 days'™" after “sioy days™
Sec. 124 Multi-function Devices

(@) Section 251 8(4) af tile 18, Uniled States Code, ls;a.mended by inserting At the end the
following “Where 5 communicatnn device to be mamtared gnder an order auborizing the
interseption of a wire, amal, or electranic communication is capahle of perforrding nktple
(unetions, soromunications transmotled or received through any funciion peciorneed By the
device may be interceprad and accessed ouless the order specifies otherseise and, upon a
showeng as for a search warrant, rhe order may autharize the retraeval of nther inforition
{whether or ot constituting or dernived from » cormmunication whose interception the order

aurharizes) frorm the device ™.

(b) Section 2703 at'ticle 18, United Stares Code, is ameaded —

€17 il subsection (2). by stiking “courl with jursdicteen aver the offohse under
IVESTIZALIoN Or @quivilent Sale wagran™ aond osertng “vout o a district in which the
prowader 15 lncated or that Ags purisdiction over the otfense or ackivitics nonder
myestigation o equivalent Stais wamant or pursaant e w oot order sieed wnder
sectiun 23187 and

£31 i subsections (o[ 0 AY and {C1f F0AY, by sleiking “courl with punsdiction ove
the offenss nnder vestigation or courealom Stane warranl™ and inserhimg e in

cistrict in which the provider is kxeted or thad has jurisdicoion over the ofege or

-2
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activitics under mvestigation of equivalent State warrant or g cowrt prder msued nnder

section 2518,

fe) Section 3123(0) of title 18, Untled Swtes Code, i5 amended by inscrting at the end the
tollowing a5 & Fush last senrence “Where the order relales to a communication device
capable of perlommang mulnple funcoens, & pen register o Lo and vace device roay be osed
witdy respect 10 commmunicatians transmatted ot recerved throwgh any funclion of the device
urdess the order specifies otherwise ™.
Sce 125 Natinnwide Search Warranis ls Terrvrism Invesdgations
Eule 41{aH 3} of the Federad Rules of Cangdnat Peocedure 15 arpended
{11 by ngerting "o of an offense listed n 18 LS. § 23320p)f5)(B1" aker
ML) amad
(2] by insening "o offense’ after “the terromism'.
Sec. 120: Equal Access to Consuomer Cradit Repuris,
mection TR 1 Iub 1) of tite L8, United States Code is ameanded by steiking, “grand jury™
aind ansertmy “grand Jury, of the request of & law enforcement officer upon hiz certification
that 1he infurmnation wald be used only m conneslion with his dearies 1o endorce fedecal law, in

which case the dhisclosure 1n such law entorcement oficer will mot be disclosed w lhe

comsUmer 10 whorn such report relates withour futher oeder of o foleral cew”
See 127 Autopsy Auiborily,

(A Chaptcr 31 of mle 28, L'neted States Code. is sinended by adding at the end the

follwang

VE AT Autopsy suthorsy in coininal investipatons

1%



[ ]

[t

|7

14

CONFIDENTIAY — NOT FOR DISTRIBITTION
Drufi January ¥ HHET

“orvethstaruhing any other provision of law, the Attomey Genenal may, when
deemed necescary or appropriate in the cotiduct of a criminal investigation. lake
custody nf, and order an astopey and relased soientific or medical tozts w be
performed on the body of, a deceased person. To the extent consistent with the needs
oF the autepey ar of specific sciemtific or medical tesis, the Altomey General shalf
take such steys as wecessary 1o respect the provisions of any applicable law prorecting
religinus beliets of dhe deceased person of the deceased persons family  Before
ordereng; an awtopsy o relaed wsts ender this section, the Adommey Gencral shall
endeavar ta nform the family of the deceased person, it known, that the auopsy shall
br perfotmed. Abler the avtopsy and any relaled we=ts have been perforoed. the
remains of ihe deceased persem shall be retomed as soon as practicable to tha
deceazed perzon’s family., if kaaown."

(b} The alle of sections for chupter 31 af il 2%, United Siates Code, 15 amended by

nserting at the end: 530 Autopey authanty in cnminal investigations. ™,
Hec. 128, Administrative Subpaenas In Terrurism Envestigations

{a) IS GERERAL- Chapter 1120 of utie 18, Linited States Comle, = smended Eve jrnzcrming

afler section 2332 the following
mEee ZR12E Aderdnisirative subpoenas o lerroerisn investgations.

“lal AUTHOREAATION OF USL--in any investpation with respect an offense listed :n
seehion 22D SHD] or an offense invalved o ar related oo inecrastional or domestic
Termoriim s defingd i section 2221, the Artorncy Genersi may subpocng wiltesses. coopel
the sitendance and testimny of wilnesses, anl vegquere (e productiom of any records
tincluckng duuks, papers, dacaarems, eiectronic dats, and othce tanyible thmgs that senstrue

v conedin crclence} thet he finds relevant or meterial o rhe investigation A subpoena ander

14 -
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this section shail describe the tecords or jkems regumed to be produced and presceibe a retuen
clabe witliog & !'Eﬂ.ail;mi'lbl.t peand ol 1rme wikhin which the regords or dlems can be assembled
and madc availalde. The atlendance of witnesses and the production of records may be
regquired] from any place in sy State of i any eamtay or other place subject b the
Juniedictiom of the Loned States at any designated place of bearmgs, eacepl that a witoess shall
nut be reguired w appear at any hearnng more than 300 miles distant fiorn the place where he
wis gerved with a subpoens. Wilnesess summonsd under this section shall be pasd the same

tecs and malcage that ase pad to wilnesses i the cowcts of the Dmted States.

“{b} SERYICE--A subpoena iszued under this Rection may be served by any person
designated i (he subpioena as (he agenl of seoAace Senace opon & natgral perzon may be
made by personal delivery of the subpoena to it or by cerlified madl with retumn receipe
requesied. Secace may be made upon & domestic or oreign corporalion O upoe a
partnecship or ather woncorporated association that is sulject @ suit undet a cormmen aame,
oy lisliverims e subpaena ta an alficer, (1o & managing or general agent, o to any other
agcnt authorizged by appootroent o by Jaw 10 receive serace of process. The affidavt of the
person serang, the suboocna endered by bk o a fue sopy thereol shall be sufficient proot of
AErVICE.

“[e] EMFORCEMENT--1In the cage of the comtumacy by, or refuzal to obey 4 subpocnz
1gslcd to. any perso. the Alormey General may invoke the zid of any courg of the Unired
Btates wichin whase jurisdiction vhe fevesligalion 3 warmied 1on ar the subpoenaed person
resides, curmes oo buzipegs, or may be tound, to compel corpliance with the subpoena, The
court Tay 550 an arder requiting the sebnpocnaed persun, in accordance witd e subpuen.,
Lix appear, to prodoce records, or to gove testmony fonghing the modtier wnder urecstigalsn

Any failure 1o ubey the ardee of the coen mey be ponsked by the oo 23 contemmd thersa

S5
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Ay process under this subsectinom may be secved 1o amy judicial district in which the person
may be found. |

“(d] NON-THSCLOSURE REOUIREMENTS ‘Mo person shall dischose vo any other
persu that o subpoena was recetved ot records primaded pursuant to the section, wlher than
1o (i} these persens 10 whonn such disclasiee 15 necemsary m ocder Lo camply «ith the
sibpocna, (i) an attomney $o obean legal advice with respect (o testinony or 1he production
ol regards in response to the subpoena, and (16 other persons oz permitted by the Attommes
Treneral. Any nerson who receives a diselosure under this guteecton shall be subject to he
swme prahesion of dwcluesare,

Clek IMBAUNTTY FROM CIVIL D IABILITY  Any person, including officers, agents, and
emplovess, whi in zood faith produce the records or iteors requested ina subpoena shall not
b liable so any oot of any Stale or the Tnited States ta any cusiomer or wvlber persoq for
such prodoctien or for non-diselogurs of that production 1o 1he customer of ofher persim, i

comrpbance with the werms of g court order for aon discioswre ”

(b)Y TECIDNICAL AND CONFORMPNG AMENDMENT- The analesis for chapter 1128
of ttle 18, United States Code, 1w anended by mserting afier Lhe ileen celaling to section

2332¢ he following.
“Hec. 233200 Administrative subpoenas in feTrornsm invesligations

Sec, 129: Strengthening Access Lo and Use of Information i Nallonal Securicy

Investigatinns.

fa) WIDLATION OF MOMDISCLOSURLE PROVISIONS FOR NATIONAL
SECLURITY LETTERY AN COURT ORDERS — Scciion 1519 of'tifle 18, Linited Stales

i nde, is amended by adding, =t the end the fallowipg:

S 16 -
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(e} Whoever violates section 2709(c) ur 213244) of this title, section 625{d) or 526(£)
of the Fair Credit Reporting Act, section 11 14(a}3) or {9)12) of the Right 1o Finaneial
Privacy Act, sectinn #02(b) of the Natwnal Security Act of 1947, or section $61(d) of the
Foreipn Inelligence Surveillance A of 1978, shall be wrprsoned for fot nxore than ane
v, and 3f the violation is commirted with the mbent toe vbsieuct an investigation wr fudicdal

paocecding, shall be imprsoned for not mare than fve years ”

fh) MIDICLATL CNFOQRCEMENT OF NATIOMNAL SECURITY LETTERS. — {hupter
1138 ofitle 18, Dnited States Code, 18 amended

{1} v the chapier analysis, by mserting betbre the iem relaring o section 22373 the

fallowing.

“2332z. Entorcement of requests [(or mformation.;, and
{ ¥} by inserting before section 2333 the following:

“§ 2332g- Enforcement of reqeests for inforimation

o the case of a relusal Lo eonpiy with a requesc for records, @ repolt, of ather
informuation made 1wy pecsen snder seetion 270N b)Y of iz vitle. section H250a) ar (b or
626(a}_ui'1}|e Fair Crodi Reportmg Act, sectioas 18 L4(a){ ShAT of the Fight i Financiad
Privacy Act, ar section B0 a) of the Mational Securily Act of 1947, the Atemney General
may invake the aid of any coere af the Unied States within whose jeosdiction the
investigation is carmed on ot e persun 1ésides. cammes on husness, o ey B2 fond. o
cummpe] cormltanse with te reqoest The court may issue an order requining the person 10
cargply with the reguest  Any Gnifure 1o pbey the veder of e sewt may be penished by Lhe

cowl as conleany theveat  Any process wmder 1bis section may be served 1noany julicial

distesct in which the person may be Tond ™
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{<) USE OF WATIONAL SECURITY LETTERS IW THE INVESTIGATTON OF
TERROFRIST ACTIVITIES. - (1) Section 2TE9(R) 1] and (2) of title 8, United Slates
Code, are each amended by stoking “etermativoal terresism” and insertmg “lerroris) ackivilies

tas defined m section 250037

(1 Sections 525(a), (L) ansd fed and S2642) of the Fair Crodis Reponting Act {15
LIS 168 1ula). (b), and {¢) and 1681s(a)) are cach amended by striking “méernaticait
terrocism” and inserting “kermoTist ackivites (a5 defined m section 2510 of title 18, United

States Coda)™.

[3p Section 1214{a) of the Right 1o Financial Povacy Act (12 UL5.C. 2414{a)) is
drnended
(A% an paragraph ( 1)0CE Ly sk “imnteuaiional terronsm'’ and mseriog
“rerrurst aetivities {2z defined in scction 2310 of title 18, United States Code)”™, and
{By i paragrap [3)(A), by sicking * flor foreign counter mtellipence parposes to
protect apgainst inigrnatecnal tmaonssin® and mseting, 1o profest agamsl o
Activities™.

(d) SHARING OF INTELLICENCE AMOMNG FEDERAL AGEMCIES. — (1) Secllon
2700 d} ulf ttle 18, Unied States Code. s amended by strikitg “tor foreipn™ and alk
follows tnowph “wuch agengy”

{2} Seefeen B2501) af e Fair Credit Reporting Act (13 1250 168 1u(t}) 15 amended
by stneing “not” And all that follows (hreugh Smvestigation ™ and (ngertmg the filewang

“disserniate nfomatien obtwned pursaant to his seetian only ag provided i guidchnes

appruved by the Adomey Creneral ©
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(3} Section 6264a) of the Fair Credit Repocting Acl (15 US.C. 168 o)) 15 amended
b striking “conduct or ruch nyestigaticn, sctivity or analysis™ and ingerting the
folmaring: “cotduct of such mvesdgation, actwity of analysis, and such grvermmen
ggency may disclose the conlenls of that report or information to anather povecment
agrency authorzed to engage in such mvestigation, activiey or anahsis”.

fd) Bection 11140a)(51{E} of the Right o Financial Privacy Ast (12 LL8.C.
24140 S B)) is acnended by serking “for farcign™ and all that folbowes through "such
ageney”.

(%) Scction 30202} of the National Security Act of 1947 (30U S € 36 s
amended by strikmg “clearly”™.

Title IL: Protecting Matioxal Security knformatlon
Sec, 20 Frohibition of Bisclesure of Terrerism [nvestigation Deduinee Information.

Matwithstandieg section 552 of tide 5, United Stales Code, or any other provision af Law,
no albicer, employee, os agency of the United States shall disclose, withaut the pria
dv::*ll:rr_r!jna!.mn ot the Anomey General ar the 1¥rectar of Central Inkeligence i such
diselosure wall not adversely onpact the natiomal security intereses of the Uniled States, the
aarnes of ather identifving infonnation relating to any alien who i derained wichin the United
Sttes, ar any widividual wha is detained oseside thee United Staes. in the course af any
investipation of tedational terrorsm wnél such 1ime as such iedividual is served with a

crisninal indictrncnt o slermalion.

Sec. 202: Distribution of “Worsl Case Scenurin” Inlfarmuativn.

19
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{7y SHURT TITLE. This section oy be cited a5 the “Conmmuaraty Peotection Fom
Cheracat T:rrnrilsrn Act™
(bh FINIMWNGS  Congress finds that —

(17 the natiomwagle threay of terronst attacks has greatly inereased smes Seprembwa 11,
2001,

[2) govemntenl -mandatad publicly available infonraiion wn woist-case sconamc
sccwdents At chemicat facilies provides & Huepning that terrorists may wse to plan and
CArTY uul beTTorSt sttacks;

[3) improved peolections are Neccssary to prevant wovorsts fEom using information
described m paragraph (2) (o targer and artack local cottonunitees. and

{4} while coromueitees have 2 vighl te ke abowt 1he wse of Shereacals i ther

sUmmanitics, conununices alzo have the right nat o allow e rorists o pse such

mfioermetion to destroy the comomunities.
o) SAFE USAGE OF CHEMICAE INFOEMATION  Section 1120007 af the Clean
Adr Act (42 LIS T T 20007 08 amcnded by deleting subparagaapl (H] wnd macmiag, m liew

Lierewf

S ACCESS TO QTF-S5ITE COMSEQUENCE ANALYS]S INFORMATION

(i} IFEFINTUICING - In this subparagraph:

"I CRIMINAL EELEASE  The 1enn “crorooal 1¢lease” eans at
crmdgsien of a1epalaed substancs ine the ambiacal wh Fomn a stailsnacy soutce

that 15 cansed, inwhale ar in par, by a cnmmal act

Al
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11y DISTANCE 10 ENDPOINT - The term “distance 12 endpoint’

mpcans the mAdins of the area of an accidental release or & crimmal relsasc

111} MEMBER OF THE PUBLIC — The term feemibser of the pubc’

IS
"[ag) an mdividual who 35 sot an official eser, and
“[bh) ant otfecial wscr who is not camying out an wificial use

"1V} OFFICIAL TISE - The tenm 'official use' neeans an action of 4
Feaderal, State, ar lacal govennent agency, or an entity referrad 10 1t
suhclause (W} ee), that is ntended to earmy nul a funcbon nacessary (0

prevent, plan for, or cespond 40 an acoidental release wr o criendial release.
vy QFFICIAL CSER. The term *official wzer' meusns —
“[aa) an officer or enployes af the Unided Siates,
“{bb} an officer ur emiplovee of an agene o contractar of the United
States;
“luu) an officet or croployes of a State or local goverment,

“(dd) 2n afficer or employee of an agent or contractor of a Stare or
lercal govermoment, aid

“[ed an officor or zmployes ar an agenl or contactor of anentity that
s e gyween, hy a State or local pavermoment, responshility bos
preventing, planning for, ur cesponding o accidental releases ur cririnal

rebemses,

S -
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" v'1) OFF-S1ITE CONSEQUENCE AMALYSIS INFORMATION — Tiee
reron “off-site consequence analvsis miormation’ means —
“[ax] any information in 4 tisk mansgement plan. inciuding o the
executive sumneny of the plan, 1hat consists af, identifies, or desenibes or
iilenitifies, weith regpoct o & worst-case of alfermarive releass seenand fior a

{oxic Telease or flarmable releaze —
") e rame. physical slate. ar eotcentration of 2 chermical,
*{RR} the quantity released, release rate, or duration of the release;
{0} the topography, whether urban or ferad;
"[121%) the distance w0 endpoint,
“[CEY the estimated residential pepulation, pubhc reccptors, or
envirenmecttal recepdors within the distance ra endpont,
“[FF) any map at ather graphic depiction wsed (o illustrate a
seeTianw; aned
“{(5) the prevention progrant desigeed to preveat or mitigate the
relgang, and
I} any intormation devived frona the mfarmation described mstem
{ap (uluding any stacweds or nationat rAOking of sLAlcnary sowces
denived from the wfermation deseribed moiiem {aa)) that 13 not publicly
avallahle from a source nther than a nsk managenesnd plan
(YT READ-OMLY ACCESSE  The Leren ‘rofd only access' means

AcCoss rhar -
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“raa) aflows the readme of mfumomion, b
"[bby) dee nat ablow removal, mechanical reproduction. or other
duplicativn (including notetalemgy of informatict.

“IVILU) RIEK MANAGERMENT PLAM — The termy “nsk muansgement
mlan” means & nsk managemend plan registeced with the Adoaistrator by an
awner ur operator of 8 stanonary gowrce wodet subparagraph [Bif i

"[IX) STATE OF LOCAL QFFTCLAL [[SER- The term *Staee ar local
<fficial wser' reans an official wser descobed in any of iteoms (ruh Guough (ee)

of zubclawse (V).
) AVAILADGILITY UINDER FRERIDDM OF [NEORMATION ACT -

“{1p T GEMIRAL — Off s conscguence andivsis intormatcn shall nal

L rrade avanlable under section 552 of title 5, United States Cnde.

UL APPLICABILITY  Subclause (1) applies ta ofl-site consequence
analysis information obrained or developed by the Adminisiraion betare, an, ot

afier the dste of enactoent of this subpacsg aph.

iy ACCESE BY MEMBERS OF THE PLIBLIC 10 OFF-SUTE

COHNSEQUENCE ANALYESIS INFORMAT [ON — Except as provided o this
clanse, porwithstandmg any other provisien of lave, oo member uf the public shall
lrave access to off-sue congequence analwes informion. The Adronistrater, o
consultalyzn with the Aftommey Cronersl, shall stablish posedores o oslloe o
mgmbr of the public Tead-only scoess 10 of ¥ sive conscoucnos &nalyss
inforrmaation that dees nel disclose the idenlity or location of any facility 0 any

mdormation from which the Wentity o Jocalion aof gy Tacility coudd be deduced.

o
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“[ivy ACCESS BY STATE OR LOCAL OFFICLAL USERS TO OFF-5ITE
CDHéE'DUENCE ANALYSIS INFORMATIIN - The Adoinistrator shall allow
access Ly a Stawe of local official veer, for official use, 1o off-sile conseguénce
analysis inforration relaring 12 statianary soacces located m the Stale or locsl
pdlicial user's State or m a contugueous Slale, o o any case where the off zite
consequeice analysis adicates diat release would require, under exizting mutual

aicd DEresnwnls. @ response by that Stare or local junzdiction,
“[v) PROITBITION ON DISCLOSURE BY OFFICIAL USERS —
“iI) Iv GEMERAL -

“{az) PROHIBITION - bvo official aser shall knowingly disclose
aff-sie consequence nalysis ibmmatien iany form to any member of
the public. cxcept 1o the cxient that such disclosuce i (or officel uss o1 13
athorwise authonzed under chis subparagrapt.

“(bbky EXTENT OF DISCLOSURE FOP, OFFICIAL LISE - Lnde
itean (aal. ao officeal uscr oAy disclose for official wse omly the guanity of
oft gite comsequenas anglysis informmation that o secessany for the purpose
of prevenumg, planming for, or responding te aceideatal releascs or
cormunal eelesges,

S CRIMINAL PENALTIES — Notwithswanding seclico £13,a violaton
al subelanse () shall he pumshed ws 2 Class A rusdeescatnor under section

55 afonle 14, United States Code

L) WOTICE - TRe Admimscrabor shell poovide 1o each officil wice

who pooeives off st comsequence anabvses infurmition

Jg
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“faa) norice of the defnition of official use and exanpies of &ctions
" that dor and ackions fhat do not (311 within st defintion, asd
“tht) fotice of the prahibition established by subskose (1) and e
penalies cstablished by sebelause (IT).
“{wa) EFFLOCT W STATE OR LOCAL LAW —
1IN GENERAL — Subject to subclanse (I, (his subparapraph
supereedes any provision of Stare ar local Jaw that i8 inconsiscent with this
subparagraph.
(T AVAILABILITY OF TMFORMATION LNDER STATE LAW -
Mothing, in thig subparaeraph precludes o State fom making avatable data on

the off-site conscquences of chetnical neleases collected in accordance with

Srale Luow,

IV AVAILABILITY OF INFORMATION.  Infortration that is
developed by the Attorney General, or requested by the Atromney Grenetal and
tecelved fram a covered stationary source, for the purpnae of repanng 1he
reporl or vonducting the review under this clanye, shall not be disclosed or

rcleascd under the Freedom of Information Ace {5 L.8.C 552

“[vi) ALNTHURIZATION OF AFPROTFRIATIONS - There are authonzed to
Le appropristed to the Adrdnisteator and the Attorey Goncrat such swras a5 ane

NeESSM Yy Lo carmy vut chis subparagraph, to remain avalable untl expeneed ™.
Sec. 203 Imformation Relating o Capitel Buildiogs

Moot hatandie section 552 ofdnfe 5, Gnited Scares Code, or any other prowision of law,

mlormaation provuded by Lthe Ofice of Campliance or the Architect of the Capital to any

23
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oifecer, ernployee or agency of the Executive Branch of povernmest relatmg: ta the Usited
States Capild] and refared buildings, sall not be disclosed under scotion 552(x) of title 5
Linted srafcs Code, by such Exequtive Branch affwer, eoaployec or agency
Sec. 204 Ex Parte Autbovizaifons Under Classified information Procedures Act

Sectwn 4 of the Classified [nfurmanon Procedures Act {18 LSO App. 3] is hereby
afoeided by deletmg the "may™ i the second sentence and inserting “shall”™.
Sec. 205 Exclusivo of United Stares Security Requirements from Gross incorme of
Fratected {HTicials

The biernal Revenug Code of 1286 s amended —

(a) by redesegnating seetion 140 we section 141, and

(B by inserting: ufter section 139 the fullowing:

"k 140 Persante] sscurity interests of the Coiled States

“Crross inceme shall not inelude any amonnt expended Brom appropiated fimds
that the Becretary althe Treasury, the Altorney CGeneral, and the Ditecior of ©entral
Intelligence, of their designees, shyll jounly determnine is reyuired e provide fur ke

" security of officers o ermdoyess of the United Stales and otherwise o the inlerests of
the Urnited Statez  The Sccretury ol the Freaswery, (e Artorney General and the
Mirccton of Central Intelligenee, acling jumtly, may derermine the seape ab pratective
services requied by class of officral o wlierwise, amd such determinations shall ot

tw: puhkicly disclosed.™
Ree 206, Grand Jury [nformation in Terrorism Cases.

Bule STep 230 By ol 1he Federal Rales of Crintinal P oceduce is wneoded

T
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(1) in clanse {wi), by staking “or™ ar the cod,
(21 in ulawse Cvo), by strking the perwdd al the end and nsecting ™ or"; and
[3) by inserting at the: end the Inlknarmg:

v} & wilhess o a parson 1o wham w subnoena is directed, 1f thees is
reason W believs thal olhetwise there rnay teseh a dangeer to the mutional
gecurity ar to the 1ife or physical safelty of at individoal, fgtd from
prosecution, destructior of or tampering witl evidenwe, intienidavion of a
potential wikness, or other senows jeopardy 1ooan investigation and ifthe
wiltetss o person i notifud of the prohibition of disclosure.  Such a witnuss
ar porsan may consule wilh counsel pion L testifymye before the prand jurye or
respondmg fo the subpaena and shall notify such counsel of the probibitien af
diselosure, snd such cowngel shatl be subicer to e s prohibitesn of

Usclosure.

Title 11[: Enhanciny lnvestipatinns of Tervarist Plots
snbiltle A Terrorism ldealifivation Duatabase
Sec, 301 Shern Title
Thas Subtulle may be cited as Lhe “Teranst ldemificatnan Datahaze Act of 2008,

Sec, 302 Collectivn #md Use of Identification Inlormadon from Suspected Terrorises

wid Othier Sourees,

pay COLLECTION AN RECELIPT OF DA SAMPLES, FINGLRRPRINTS, AND

(THER INFOOEMATION —
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(1) COLLECTION FROM SUSPELCTEL TEREORISTS TN CTISTODY OR
LXNDER SUPERVISION OR ON CONIMTHIM AL RELEASE. -

{A) DEPARTMENT OF PUSTICE. - The Attemey Creneral, and any ather
official or agency desipnated by the Attormey Creneral, shall have 1he authodty to
calleet DNA samples, ngemninie, snd ather idestification ioformation from any
suspected lemorst who s in the cusdody of the Attorney General, the Lnited States
barshal Service, the Buwweau of Prisens, ot the Liwnigration and Naturalizabicon
Servige. A Federal official or agency so designated by the Avemey Generad shall

sallect DNA gamples, Mogerprints, and ather ideneifealion wformaticn from any such

pecsan as duecied by the Alomey Geoeral.

(1) PROBATION OFFICERS - Upon the request al the Atlvasey General, the
prohation oifice rezpenzible for the supenasion under Federal 1w of an individua! on
prubativn, parole, or supervised refeaze shall colbest TINA samples, Bngerponts. al
ather idenrification infommation from any suspecred tommorist.

() REPAR TCMWMEN T OF IMEFENSE — The Secretary of Defensc, and any other
official or agency wathin the Departnent of Defemse designaied by the Seqretary. shall

" have e autlorily 1o collect DN A sarnples, Tingerpeints, and cther identflication
InFormnation thom any suspecied terrarizt who i3 i the sustady af, or heing deweinsd
bre, the departient of Detfense A Federal officiai or agency s designared by the
Seceetary shall collect INA samples, fingemrinis, sl eiher identificaricn mfomatwon

fro any such person as direceed by the Secretiry.

(0 COLEECTION PROCEDURES. - Any officeal suthumzed under paragraph
{A] (B or () m cellest a MNA samplc from a suspected 1ermoist may use nr

wuthormes the use of such meing as are reasomabl y necessacy 10 colloot 3 DMNA garmpde
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from any sech sespected lecrorst who reluses to conperaie in the collection of the

sample.

(E) CRIMINAL PERALTY. — An indivedus! from whaom the collection of 2
[¥MA gample is authomized uader subsection (ah 1] whe fals t cooperare in (he

collection of thet sample shafl be
(1) guilly of a class A mizdemeanor, and
{1i) puntshed in accordanee with utle 18, Tnited States Code.

{2} COLLECTION OF RECEIPT OF UTHER IDENTIFICATHIN

[MEORMATION.  The Attomey Ceneral, the Secretary of Defense, or other
desigmated official or agercy, muay alsa collest and receive, either directly or fiom &nacher

Federal, State, local, or forcign povemment agsney, ar olber appaogpreials source -

(A DNA samples, Onegerprnts, and other identification infsrmation of any
suspected temomst, regardless of whether he or she is i costody o under supersion,
where sech samples or ifoomaion are veluntoiby provided by the suspected tetronst
ar otherwise law felly acquined from any sowrce.,

(R DA samptes, finperprngs, and other cdentifeation inloomagion 1that bave
oeen recovetd troun Lhe scemes of wrmomst scovities, (eelodinge wrddeet fied Tataan
remens, or that have Been recovered frome any item tiat may hase been handled by 4

suspected wrmonst, anc

(CF DXNA samples, fingerpones, and other ideanticanon informaton of any
peraon, where such samples or informatson are volungarily presaded L the pecsan and
may JsgiE 1 The investization and ilentifcation of emorises and the presentaon of

LRITLIrLS .

25



Ly

G
1
12

13

14

14

L&

CONEIDENTIAL  NOT FOR DISTRIEITTION
Drafi—femwary B 2003

(o} COLLECTION, AMALYELS, STORAGE, AND MATNTEMNANCE OF 13MA
SAMY.ES, FINGERPMRIMTE, AND OTHER INFORMATION.

(1) ANALYSIS AND TISE OF SAMEPLES. - The Attorney {ieneral shall have the
autharsty o ahalyee DNA saoples, ingerprines, and cther information callected ar
received wnder subsection {a) or that has been lawEally acqoived woder any other suuce
of law. Any such analyzis of DMNA samples shall be condueted in eoafotimily wilh the
guadily assurance standards ixsucd by the Direcior of the Federal Bureay of Investigarian
under section 2 1403063 of the Violeat Come Control and Law Sofurcement Act of 159ty

(A2 .50 141313

(23 AGREEMENTS WiTH OTHER ENTITIES CONCERNING DINA SAMPLES
- The Atleriey General may enter info agreements with Federsl agencies, wth umits of
state o [ocal governtoent, or with private encitics, 10 assist in the collection, analyvsis.

storage, or maimtenance of the DA samples described in paragraph {1}

Sec, J0; Establishment of Database (o Facllitate Inveslipation and Prevention of

Terrvovist Acthities.
() DATABASES -

(11 The Atlomey Geoeral may establish one or mers dalebases of DNA reconds,

Tiperprints, and cther wdenr teation infarmmatian-
{A) that was collected or recerved undor section 2a);

(B8] thiar was oliaine] ax o result of any analysis conducted under zection 20b),

and

() thae 1x (nfarmaticn of the kind described o section Ma) ar 2[F), but which

may have Becn collecied vr recerved hefore the cleolive date of this At

Y
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{2y Any federal apency, ineluding the Department of Defense and any probation
atfice, shall provide e the Aftomey CGieneral, {om inglusion 10 such databases as may be
exrablished, any DMNA recarde, ingerprints, and ather 1dentifcation information desscesbed
in paragraph (1) As dimeded by the stamey Oeneral, any DINA recards, fiegerprints,
and other ideatification infonation desonbed m parag.: aph { 1) shall be included in the

databuses authoozed by chis section.
(k) 1ES. -

(11 GENMERALLY - The Agomey General may use 1N A records, fingorprints, and
other idensification informaiion contgined in the databazes descnbed 10 subsection (a) foo
the parposcs of detecting:, investigating, prosecuting, prevenhng, or respon dingg b
terromist activities, or Hher eriminad eor unlaw ful sctvites by suspected lermonses. and way
share the information with cther Fedeal, State. local, o foreigh agencies only for sheaeo
purpcses  In adddition, the Adomey General may wse and disclose the information Eor

other puipnses and to ather enbities and pergons to the extent peomaited hy law

(2 DATARBASE SCARCHEE - The Atlomey Ceneral iy search infmination m
thes daraleses deseribad in subsection (a) against the national DMA idex caablished by
saction 2 10304 of the Vielent Crime Conceol and Law Entorcemtent Acr of 1994 (42
LN L 14132, the Imegrated Aamated Hingerpont [dentification Syetem of the Federal
Hurezu af Investigation, (dher datahases maintained by Federal, State, or local Law
enforcement apencies, and other appropriote databases a5 delsrmmansd by the Aty
Ceenenal. Awthomzed searchues of ane such DNA, Tinggecpmind, law enforceoment. os olher
sppiopnate dalabase s dewarruned by e Alorsey Oeoerel ooay aso be madc againgt the

diralascs desordhed i subsecleon (2]

.31 -
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%) PUPLILATION STATISTICS DATABASE - TF persenally idenifzble
infurmation 1'.5 removed, the [INA records mantained in Lhe darabases described
subsecton (a) mey be used snd disclosed for qualiey control and profoco] develnpment
purposes and for a population statistics datahase
(cp RELATHOIN TO OTHER 1.AWYS —

(11 NFENERAL. — Except as prowided in parggraph (2, 13A samples and records
and aiher information desgnbed e this sectioo may be used and disclused n confomity
with thix secnom, aotaithstanding any limuation oo the use o1 disclagure of such samples,
16cords. on infmmaticn uruler the 1384 (dentfication Act of 1994 {42 VS.CO 141310
LdF3d), e DMA Analyss Backlog Elvmimation Act of 200 (42 1) 5.0, 14135 14135,

ar any other law
2] RELATION TO THE PRIVACY A{T —

(4] The databases cztablistied wnier daixs seciion shall be deeined 16 be svstons of
records within the full seope of the exernplios i subsectien ()(2) of scction 3525 ol
title 2, United e Clode (the Privacy Acr), and therefore excmpt froem any
provizions of such sectivn other than those specifically ciunmerated i such subseclion
JLEY

(B] Socton 352a of wtke > United Srates Code, 15 amondod —

() 1 suhaecteon (WG
(11 by smking "ot a1 the cnd of subparagraph (vid),
(1) iy pddinng o™ al the end al subparsgraph (vatip aed

(1) by adddinge at the end the Enllowing new subparagraph:

At
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“fix) matches performcd pursuant to section 3 of the Terronst

Fdentiticacion Database Act of 200", and
(i1} imv subscction (B)(T)-

{1 by striking “to another” and inserting “{A} 1o avother”,

LY by striking “sought," wndl inseming “sought, o and

(100 by adding ot the end the folloaing new paragtaph

“{ K} pursuant to seclion 3 of the Terrorist [dentification Datalase
Aot of 20027
Sce. 34 Definitigns.
Asused in teis Act.

{13 The term "TINA sarmple™ mezons 4 tissue, fhid, or other bodily sample ul an ivdi viclual
un which 5 DMA ansivsis oot be camed o

(2% The tatity "[W A analysis”™ means analysis of the deoxynhonucleic acid (DRA)
idenufication information in a bodidy sample

[3) The term “suspeered terrorist” means any person a5 Lo whom the Aloracy General or

the Sevretary of Defonse, a8 appropriate, has deteroined that (here is reason 0 hediewe

{4} has engaged in terroisin as defined in section 2331017 or 2331(5) of the 18,
United States Code, or bas committed an otfense dexcrihed in secrion 2332h(gh(3)(E} of

sugh ticle, or who has conspired o1 attermnpred o dio so;
1[3] is an encty combatang, 3 posener al war, ur olher battlebell detanes,
({7} is » membe: of a tenorist creanization desipgnated as such parsuant o sechion 21%

nf the Imroigratoon and Natianality Ack,

.33
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(D'} is an alien who is deseribed in seeoon 2120203 ANT), 2124a) 3(A )T,
21Z0a0ANRY, 12 3NFY, 23T ANANa)), 23T (a4 W ni}, or 23 Ha 4B} of the
Immmigration and NMationality Act, aF who is engaged moany other scovity that endanpens

the national securily af e Dened Slates.
Sec 3051 Kxisting Authorities.

The asthuorities mranted under thas Act are in addution 0 any authorities fhat may exst
undles any clher soarce of law  Votheng in this Act shall be comstrued to precivde the regaipt,
colicotion, analysis, mameenance, or dissemination of evidence or imlamation parsaant to sy

other source of 2w
Sed, 300 Conditions of Belease.

(ap CONDITIONS OF PEOBATION  Sechion 35630 of titie 15, United States
Casle, s aroended by sookiag the poried at the cod and msating ™o secoon 3 ot the Torronst

IlstiBeation Darabase Act of 2002 7

ib) CONDHTIONS OF SUPERVISED RELEASE.  Seclion 33B3(d) of uile 18, United
Sutes Code, 5 arnended by strikiong the penad atter “the DA Analysiz Backlog Elirninateon
At of 20007 and msening Vo seotion 3 of the Terrorist Wdentificatian Database Act of
2002

rc) CORDITIONS OF PARQLL. - Secton 420% of mle 18, Uniled Statey Code, reofar
a8 sucl sectian serrueng 01 cicr wilh 1espoct 1o cesfain indisiduats. is amended By inscitung,
Lefore “ar zection 1503 of nitle L0 the following ', section 3 of the Termarise [dentification

Daratiase e ol 2002

() COMDITIOMNS OF RELEASE GENERALLY. I the colleotion of o DXNA sample

From an indiyideal under any torm of supcreision ar conduicnal Telcase 15 authanzed purswsns

34 -
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tesccton 2la} of ths Act, the mndividual shall coopervatle in the collection of a DINA sample as

a eondidon of thar supervsion or comdinonal releasc
Subtitle B: FaciBtating Inferniativn Sharing and Cooperation
Sec. 311: 5State and Local hifurmation Sharing

{a) COMSUMER PNFORMATH™ - Seclicn 826w of the Fair O redit Beporting At
(105 C 163]1va)) i arrended by adding at the end the following: “The recipient of that
COMSLANET TEP & infbrtetion may umher disclose the conlents of thar repatt or
mfarmatinn o law coforeciment persamme] of a State or palitical subdivision of a State
(mecluding the chief exeentive officer of thut State or political subdivision who has the
authcrity 1 appoist or direct the chict law enforcement officer of that State or poktical
subdivizion) fo assist the oficial receiving (hat adetrwion in the performance of the offivial
duties of that official  Any chief uxecutve offtcer or faw enfurcemment personnc] of a State ar
palitical subdivizmon of 3 Stale who ceceives information putsuanl 1o this subsection shall anhy
use thal mforrmation consistent with such guidelines as the Attomey Geoneral shall igsae to

orotect conbdentialiy .

{hp ¥ISA INFORMATION.  Section 222(f) of the hamigration and Matonality Act |3
Ua.C. 1202 (1)) is amended -

130 patageaph (1), by strilomg the periad al the end and IMEETHNG & Sericubi,
(2} by red=miprating pagagraph {2} as paragraph (3), aod
() Ly seeseriimg afier parapraph (1) the fullowimg

PR he Secrelary of Stae may provide copies of zny reeord of the
Drepartreent of Srate and of diplomatic and constbar offices of the 1nited Starcs

pertainmg to rhe msuiove or cefusal af vizas or perms o eneer tee {nited Scates,
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of any infermation Lontained in thase records, to law enforeement persannel of a
State or poliical subdrasian of 4 State (ineluding the chief executive afficer of
thai State or palitical subdiision who has the antharnty t appomt wr direct the
chief law cofurcement officer of that Stare o political subdivision} Lo assst the
otficial receiving thal mitrmation in the pectormange of whe official deties of that
afficial, and any chicf excoutree officer ur law enlorcement perzonnel of 2 State or
pulitical subdivision of 3 Siate who receives formation pursuant to this
parzraph shall aonly use that information consistent with such guidelnies as the

Attorney General shall iwsue to protect confidentialine. and™.

(¢) EDUCATIONAL RECORDS INFORMATION  Sectian 444054 1 { B} of the
General Education Poovasions Act (20 TVE.C 123201 W B and secrion d08(c 11 H) ol

the Macional Fucadion Siatistess Act of 1994 (20 U.S.C 9007{c)(1 B} are cach amended

(1) by imserting after “disemmate” the fodlowing, "{inctuding disclosure of such
roports, recors, and information 1o law enforcement persomne] of o Seate or pofitcal
subdwision of a Slate, imcluding the chief execotive officer of that Suate or poditical
subdivision whe has the auiocicy to appaint or dicect the chiel law enforcement officer 2F
tat State or podetical subdivision, to assist the officlal receiving that infarmation in e
perfzrance of the officel dweties of thar officialy™, and

(2 by adding al the eml the Wllowing: “Any chicf cxecutive officer ar law
enfrrcemneng personngd of 2 State ur palitical subdivision nf 7 State whio recgives
mforrration purseant o ths patagraph shall only use that information consestent witl
thesc guidelices.”.

See. 312 Apprapriate Remedies with Respect to Eaw Totercement Surveillance

Activibies

-%a -
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fa) Requirements for relief .
(1] Frospeciive relell —

(A} Prospecunve eeliel in any coal action with respeot to law enforceiment
surveillance aclivities shatl exterd 1o turther than necessany to comrect the current and
angoing wiolabon of the Federal nght of a pariicular plaindiff o plantiffs. The court
shall not grast or approcee any prospective relief unless the courl finds thar suck rehel
15 narrowly drevm, extends ne further than necessary 1o correct the violation of che
Federa] mght, aml 35 tle kst inlewsive roceans necessany o cammest the vielation nf the
Federal right  The cowrt shaill give sulsianeial wetgiit 1o any adverse impact on
nancnal security, public salety, or the operation of & crronal justice system caused by

the telief.

(D The court shall hot urder any prospective rehef thas requines & povemment

official 1o seftan fom exercemg s aotbwerily wuler apphcahle L, wnless —
{1} Federal law cequires such relief to b ordered,
(i the relict 1z necessary fo correct the wialadun f a Federal tight, and
{11} no other reliel will comect the welabon of the Federal right.

(Cy Mothing o thus section shill be constroed to ancthanse the courts, in
excrcising chei remedial powers, te repeil or Jetrmct from otheraze apphcable
hinications <n the remedal powers of the couts.

{2} Prelotooary smuoclive reliel — In any sl scoon wish respect 1o law
amforvernenl suevellimes actiaties, 1o the exterd otherwise guthorezcd by lawe, (e ot
may cofer a tompotary restraming order oc an order for peelinmnary inuncoye reliet.

Prelamangry impunateve relict must be aurowly drawa, exlend ou further than necessary 1w

ST
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correct the Jarm the court finds reguires prelinunary relief, and be the least infrusive
aMARs necessary to cotrent thar haron. The covrt shall grve substaastial welzht e any
adveree impact an publbic safety or the operstion of 2 crimingl justice system camsed by the
prelirmonsry reliel and shadl respect the prinuiples of comity get gut m paragraph (1{8) in
{ailoviasg any prelinmnary relief  Prelininary injunctive refef shall wromatically expire an
ihe datc fhat i 90 days afier itz entry, voless the court makes the Rndings tegquired wader
subsection (3){1) for the enimy of prospective telief and makes e order fenal before Mo

expiratinn of the S-day perod.
{1} Termunation of relel —
{1} Termunation of prospective tebet

tA] in any civil action with respest to law enforcement sucveillance autivilies in
which prospective reliel s ardered, sech relief shall he rerninalle wpon the roation of

any Py OT merverne -
§1) 2 years after che date the coun prapied or appeoved the prospective reliet,

iy | vear after the date the court has enreaed an weder denyng termination of

prozpechye rehef ander (his paragraph; ar
(11} 1n the case of an order wrwed befioe September 1L, 2000, imonediat cly

{B) Motling i thi section slall presend the parties from agreeing to iermunate or
mrdify rehed hefiore the relich 15 torounated under sulpae agrapd: (A).
(2} limrmedisle woonation af prospective tebief — inoany gl action wath respest b
v antoicement sue veillanoe activities, a defendant ar inlervener shall be eneitied to the
anendeane cormdnanen abany prospective reliet if the 1ehef was appraved or gramied o

the ahsence of 4 Gnding by the cone that the rehef s narmowly drawn. cxiends oo futher

A -
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than necessary to cureet a currend and ongolng violation of the Federal oghd, and s the
Jeust inbrugive mems accossary 1o correct the violation of the Federal reght

{3) lammoiatam. — Prospective rebef shall nol termmate of the court makes wnillen
Mndings basedd vm the record that prospectrve relic remains necessary to coneel a current
and onpoing violation of the Federat right, extends no farther than necessary to comect
the violation of the Fedetal nght, and that the prospective relsel 5 narrewdy drawn and 1he

least mtrgove means to correct the wciation.

{4} Termnavion or modification of relicf. — Mothing in this scccion shall prevent any
pikry oF intervener from seeking modihcatnn or termmnation hetore the rebief 1z
termmable under paragraph (L) or (2}, ta the exter that modificatim or termination

winld ntherwise be legally peromsseble.

ey Sertlemgts -

(1) Comzent decrees. — I any cival action with respect W leg enfurcement
sorvelllance actiaiwes, Lhe courl shall ool encs o approve & consenl decres unlsss it

coraplies wilh the lirmdtations on relief o forth in 3ubscotion (a)
(2) Private settlement agresments. -—

{A) MNothing n this section shali preclude paitees from entering ieta a peivae
sertfemchr agrecrnent shar does not comply with 1he oatadiens on celiet sen forth in
sithsectinn {7), 1f the terms of that agresment are oot sabject 1o cowrt endorgement

niher than the reinstaieonen? of the sl proceedimg; that the agreement sedtled.

(B Balbuse it this secticn shall preciude any pacty claomine that a provale
sortlement agreemcnt has been breached from seckimg tn Sate court any reedy

Avaitable under Srare A

- 34
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() State law resmunties -— The timtations on renedies m tos sectiom shall nol apply (o

relief antered by a Sratc court based solely upon claims arising utder Stae 2w
{=] Procedure for asotions afecting prospective 1efief.

(1) &renerally. — The coun shall proeptly mle on ary morion 6o nyodity o termonate
prosqective relel inoa civil action sith respec o v enfarcement suryeillance activilies.

hundarmas shali he L0 rermedy ang failuce 10 S8ee 2 promope rubing on =uch 2 metion.

[2) Autematic stay. — Any motion to modify or terminace prospective teliet made
unger subsectiom (B shall operate as o stay dunng the penod —
{(AN1) begihning on the 30ch day after such molion & filed, m the cuse of a

metion made under prragrapk (1) or (2 of subsccrion (kb), o

(13] bepinweg o1 the 187001 day afier such rootion i Oled, 10 the case af @

metion made ander any ether law, and
(B eoding em che dale Lhe cowd snlers a fioal urder roling on the mntion.

i3] Postponcment af auomane stay — The coun may postpone {he effoctive dace of
an augamatie stay specified m subgecoion (opf 21 Ap far sot muore than 60 days for gond
calse. Mo pogiponerment shall be permissihie becavse of general congestion of the

courl 'y calerslar,

i(d) Thrder blocking she amtomanc stay — Any orda staying, suspendieg, delaying, or
xamng the operation of the autommatic stay deserbed inparagraph (2) (ot thae an
Grier t postpeene the efsctve date of the aviomatic stay onder paragcaph (33 shatl he
treured as an order refsiog Lo dksolve ar modify an injunetan and shali ke appealable
pues ganl oo secoon [2920(a10 ) oF e 28, Poited States Code, repgardless of Jow the

Grder iz sivled ar whether the seder s termesd & preiimnay oo o fiosal cwlnog

-dn -
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{FF Definetions — As used 1o this secllon —

{L} ihe {eron “codsennd descree™ means any rebel entered By the court that is tased in
whole or 1 part upoa the consent ar acquigscance af Lhe partics byt docs pot inchide

privase settlements;

{2} the teen il action with eespect to law enforeement sorvesilance activites™
megans any civil proceeding ansmg under Federd lage wich respect o the uge of
investipative methods by Federal, Slate, and Jocal law enforcement officials, meludimg
{hut nat mmdgted o) overt surveiliance, covert surveillance, electronic surveillance;
nteligence gathenng, undercover operanions; the wee of informants, and the recardmgs,
filinyz, ceterdaoee. mdexing or dissemination of mismation chtamed throtgh these
incthods, including the dissearunatien of such informanion to ather Federal, state, or Local

law =nforcement officigls.

i3] the werm "private settlement agreement” means an agreetent entered mw among
the parties that 8wl Subject 1o judicial enforcement other than the rewnstaceman of the

cwil progecding that the agreettemt sett e,

(41 the eerm “prospective reliet” mcans alf relief other lan cornpensatory menetary
darmuees {hut not mcluding relief necessary to remedy discritrdnation basedd an race, calar,

refigoon, sox, or maiooal grgin movialaon of @ Federal npht),

(31 the term “releel™ means gl relict Dy any form thal mey be mranted or appeoved hy
the veurl, und eneludes consent deceees Bar does not nglude private sendemem

R

(&) “"Scete” means 4 Stace, e Thstrict of Coluenbiw, amd sny commonwealth,

lerrilory, o possession of the Unted States

41 .
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Scr. 313: Diselosure of Information,

Molwithstanding any othor law, a8 conuyersial or Busuess aicily, and any anploves or
agenl of such a commercal or busmess entity, shall not be subject 10 el liakility in any court
fur the voluntary provason ar dizclpgure af miormation to e Federal law enloreement agency,
based on a repronable beliel that the information may assist in the myestigation oe prewvention

of ierronst activities (s defined i secoon 251 ot tide 18, Uneed Swates Code).

Subtitle T Facilitating Intersativnal Terrenisin nvestigations
Sec, 321: Authority to Seek Search Warrants and Orders to Assist Forelom Srates
mection 1782 of {dle 2B, Umited Stales Code, = anended

i 1710 the first senience, by deleting "thmg™ and insenting in hen therenf “thmg, or may
jEEne & woarrant [or the seroie of evidence woder Tederal Bole of commal Procedore 41 01 an
nrder permatling 1he use of & trape and nace of pen repister echaology under 18 0.5 C 1121,
et wey.,”, and

(21t Addmg at the end therenl, "An order sutherizing a search or the wse of trap and
trace-or nen regiiter schnolugy toay e wsued ooly 0 accordancs with the proceduces

extablished by the stimates and rules apphcable to United Siates erininal prozsecutions ™

Sec. 3210 Extradition Withswt 1T'reares and for Offenses Mot Covered hy an Existing

Treafy.

(a] Chaptes 209 of tile 18, United States Code, is amended By adding af the end the

(oo g

“Lec, AT Bxtrmdivon for Qffenses Mol Covered by a Exsung Treary
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“{a] The provisions of this Clapter shall alse be construed to permt the
extradition of any person, regardless of natwmahty, to any counrrv with winch an
extradilicn 1eeaty oF eonvention remaing m (oroe, snd che procedures set forth in this
Chapter and in the meaty or convention shall spply, even i the offenze for which
cxfradition is requested i3 nod expressly moleded i'[t.i.'l list oof exiraditable crimes m such

treaky or convenhon, if

*“{1) the offense for which extradition 35 sought 1 pumishahle by morg chan one

year's impnsenment m the requestog SEte,

“{27 b connduct Wikl which the person is charped or conyicted, had i
cccutred in the United Stares, would constiute an offenss pumshable by morc

than one vear's mpnsonment; and

3] 1he 1equesting state affirme, through the diplomatae chanesel, Uhat 1t aoould
giam reciprocal excradtion fior similar condwet in regponse to a roguest rmade by

the United Staves.”
{hy Chapter 209 of tithe 18, Tmited Stares Corle, s arnenbed by adding at the end the
fallowing:
"Eee. A9E Bxisadilion abser a treary
“fa) SERIOUS QOFFENSE DEFINELDY — In this gection, the tenm serious cifense’
freans condust that wanld be —
“11) anclfese deseribed o any reultilaleaal weaty to wioch the Tineed States
oA parly that obligeres patics -
“( A o cxtmachte alleged oflenders fbund o the termmy of the partics, or

- 41
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“[ B} submmit ihe ceee ta the competcnt authorties of the partues for

[rORECUtE; or

“{2) conduct that, if that condact orowered m the United Staces, wounld

CONSfLte

A} a cnime of vinlence (as defined m section 16);

“[B) the distnbutim, munefacture, mpodalion or exportetion nf
cuniroled substence {ax defined in section 201 of the Controlled Substarces
Aut {21 USC 802),

“[C) Lribery of & public official, mesppropriaticn, snbecdemenl oo thefl
af pieblic funds by ar far the benefit of a peblic officeal,

*{IM abstructipn nf wstice, including paament of hobes to urars or
WITHEEEE'E;

HE) the Jaunderng of tnonetary mstruments, as desembed inosection 1934,
iF the value of the mmosierae i st wtemls involved exceeds 5 L0, DO,

) frand, chett, embezzlcmenn, or comitesrcial Bribecy 1F the appresate
valuie of praperty that i3 the object oF all of the offenzcs relaesd 1o the conduce
cycoods $100,000,

“y0) counmerfeitmg, W ihe ablipations, sccuriics ar other incre
comntertited, have an apparent valee that exeecds § 100, Q00;

“{H) & cnme agamst children under chapter L1094 or sectinn 2251, 22514,

2R arIreEAL ar

- 44 -
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{1} & comspiracy o1 atermpt 10 ool any of the affenoes descnbed i
amy of subparagrephs (A) throwgh (H} or iding and abstting a ]:'.II:'I.'-&il:.]II wilkx
commits any such vifense.

b} ALFFAORIZATION OF FILING

(1) TN GERERAL  If a foiwign govenitoent makes o request for the
extradition of a person who i3 chaged with or has been convicted of an offense

within the junsdiclion of thar foreign govermment, amd 0o extradition rréaty is m

force betwes the United Siates and (he Eoroign government, the Atremey

Gemeral may avthorize the Aling of a complaint for exradition purswant o

subsections (o) and (d).

M2y FLLAMG AND TREATMENT OF COMPLAINTS -

“{ &) I GENERAL - A complant authonzed under paragraph 1) shall
bc filed pursuant to sectiom 2184,

“[B] PROCEDTIRES— Wik respect to u complaint filed under paragraph
{13, procedures of secinns 3184 arnl 3 186 shudl be followed by of the offense
were 2 crime provided for by such eaty” oy descobesl i seotion 3184,

“fo) CRITERLA FOR aUTHORLZATION OF COMFELAINTS - The Attamey
Cieneral muy authorees the fhog of o complamt desmibed o subgection (b} ooy upon
a cerlaficatwn

“f 11 bre the Artorney Goncral, that in the judgment of the Attorney General-

"[A] the offense for which sxitadinion 15 seught 15 a setions offenze, and

_45 .
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\ “{ B submission of the extradition request would be igportans 1o the law
enforcement meerests of the United States oc oterwise in the meerests of
juskice;

“{2) by the Secretary of State, that in the judzorent of the certibng affcial,
based on mformation then known -

“{ &) submission of the ceguest woueld he consisten welk: the Frgign pabey
irleress of the Thniesd Slales;

“{ H) the facts wd circumstances of the request, including hinsanitanan
considerativns. do nos appear likely Lo present a sipnificant inpsdiment to the
ultioate suetender of the persen it found eatradicable; and

T} the foreign govermment submdtting the request 15 not submatimg e
recuest in crder 1o oy or punish the persen sought foc extradition prczw ily ob
he basis of the race, relipion, nationaho, or pahtcal opiooes of il person

“id) LEMITATING ON DELEGATHYN AMD TUDICIAL REVIEW -

“11] DELEGATION BY ATIMORNEY GENERAL, TUDICIAL REVIEW -
The ruthrrities aml responsibuicies nf the Altomey Teneral under sabscchion [c}
may he delegatesd anly to the Deputy Adtemey Gerimal

“2; DELEGATION - The muthorlies and responsibilities of the Secretury uf
State se2 forrdy in 1his subscetion meay be delegared only 1o the Deputy Secretary of

Blore:,

3ty -
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33 LIMITATION ON IUDICIAL REVIEW — The autharties and
]'Eaipu;ﬂ ibilitics sct forth in this sebsectiom are Rot subyect to judiciad review:.

e CASES OF LRGHENCY —

(1) [N GEMBRAL — tn any cise of wrgeoty, the Atlomey Geoerul may, with
the concumrence of the Sevreary of State and before any focml cenification
nnder subsection {c], anthonze 1l filing of 2 complanl seekmg the protsional
arrest and detention of the person sought before the receipn of docurtents ofF other
proaf n suppon of 4 fomal reguesn (07 cxivadition

2] FILING OF COMPLAINTS, ORDER RY JUDIMCEAL OFFICET -

“{A) FILING — A pomplaint fled under this aybsection zhall be filed in the
garme imdoner g5 provided i section 3 1R

(B ORDERS - pnn the Abng of & cumplaint wnder subparagraph {4}
and & Bnding that the facts reciled in the complaint comstitutes peobable caose

10 behiewe that 4 semouws come was congroiied by the pecsan soughl, the

appropriate jndicial afficer may wioe an erder for the provisiemal ammest and

detention of the perion.
'} RELEASES — [, not Later thun 435 days afler the maest, the forenal
request for exliadiion al dosuments in suppoat of that are sl eceived by

the Departioocrd of Stace, e approprialc pudicial officer gy ordor that a

pragon derpincd pursuaat ta thg subsection be releazed from oustody

“I1] HEARIMUS --

.47 -
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(1IN GENERAL  Subiect to subsecteot (h), upon the Bhng of 3 eomplaint
tor extradition amd receipt of docwineils or other peoof i suppant of the request
of a foreipm povertoneod for extraditicn | the spuoprate jodicial nfficer shall hokd
a heannog o detesmine whether the person souglin foe extradiion b extaditable.

*[2} CRITERIA FOR BXTRADITION — Subject to subsection (i) in &
hearing conducted under paragraph {13, the [dwcial officer shall fmd a persen
cxsradmabie if the ofhcer onds -

“{A) probable cowse te beligve thet the peoon before the udicial officer 12
the: perion sowght i the foreign country of the requesimg foreign
EOvertimenl,

*“{B) probable canse to belieye that the persen before the judicial officer
conitted the offense For whech chat person is soughi. of was duly convieted
of that offense in the foreign country of the requcsting forsipn povesnet,

*iL7] that the condoct upon which the request for extradition 1= bascd, i
that conduct ocearred wilhin the United Statee, wonld be g sencus offonse
punishable by riprisonoment fur more than 14 vears under the laws at’ -

{10 the Uniled Sates,
"l the majoraty of the Staces an the United States: or
"(in] of the Sare in which the tugitive s fuund, aul
" 1y po defense to extradinion under subsecton (1) has baen estabiished.

) CAIRITATION O KXTRATITION —

_48 .
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“ 1) [M GEMNERAL - A judicial officer shall rot fud a petson extraditable
m]dEr. this zection L the person bas cstablished that the offense fn which
axtradition js sought is —

“[A) an offense for which the persan iz being proceeded agamst, or has

becn tned or pumished, m the Lntesd States; or

"[B} a pohbtical nflense.

(2 POLITICAL GFFENSES — For purpases of thie sectiom, a pelivical
ollenze doee oot include -

A a muoder or olher violant croe apawst (e pecson of o head of stage
ol & foresen state, o ofF @ mernber of e tamabe af te haed of slawe:

“{B) an offcasc tor which both the United Scates and e requuesimg:
torcign government have che oblipation pursuant toa mulhilateral interoatscnal
agreement 1 —

“(1} extradite the persan seughe or
“(u) subemit the case to the competent authorities for decigion 43 to
prosecution, ar

“{} A comspiTacy or atiemd o commmat any of the gffenses retzred toom
subparaEraph (A) vr ([, or admg or abetting a person whe commes or
atiempls to cocral oy sucl offerses.

“[h] LIMITATIONS ON FACTORS FOR COMSIDERATION AT HEARINGS

T
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“{13 TN GENGRAL At hearing conducted under subuection [a), the
judicial officer conducting the heanng shall nol consider ssnes reganding.

“TA) humanitanian concemmy,

“[B) the nature of the judicial system -.:-.r' the requesiing foreign
povemment; and

“(¢7) whether the foreipn govenuent is secking extradition af a person foe
the purpuse of proseculing o puttishing the persom hecawse of the race,
religion, sationakity or poltical opiaons of that person.

21 CONSIDERATION BY SECRETARY OF 3TATE - The issucs referred
o 1o paragraph (1) shail be reserved for consideration exciusively by the Seeretary
af Starc as described i subsection (4 2.

"3} ADDITIONAL CONSIDERATION — Motwithstanding the certilicwtion
requiremnents described in sobsection (o) 2); the Secretary of Stale may. withu e
itk diseretion of the Seciedary -

A e addition v congidering the 1ssusy refemed 10 paragraph { Lyt
purpases of cetifing the tihng of a complant wnder this section, consider
those 153068 agan 1o gxercseng aothooty Lo suireader (e person soughl e
cxtTadition in carmviep oul the procedorss under section 3184 and 3180, and

"1 B impose comditions oo sumender including those provided m
subseciien {1

“(1) COMDITIONS OF SURRENDUER, ASSURAMUES -

LS80
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17 IN GENERAL — The Sceretary of Stute may —
| “[A) impose conditiong upon the surmender of 2 person sought for
cxtradition under this section; and

“[B) require such assurances af complbance with those conditions, as the
Seeretary determmes to be appropriate.

2} ANDTTION AL ASSTEANCES  In uddiion Lo ingosmg conditions and
requirmg assurances under paragzaph (L), the Secretary shall demand, as a
candition uf the extradition of the person that is sought tor cxtradition -

LAY I every Cise. an assurance the Seorctary determines to be
satisfartory that the person shall not be tned or punished for an offense other
than the oftensc for which the person has heen extradited, shgent the conzent
of the United Siates, and

*{B} m 3 cage m whwh the pffense (or which extradition 15 soaght e
pumshable by death an the respn countre of the reguesting, feregm
powvernment and 18 nat 50 puneshable under 1he apphcable laws o the Ulnited
Staees, a0 agsurance the Secretary determines 1o be satisFactorny that 1he death
penalty -

“[17 shall mn be imposed, or
“[i1} if impased, shall not e carried oo

(c] Chapier 209 of ttbe |8, Lhored Slaes Cade, iz aranded -
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{1} in sestion 21831, by ingerting *, ather than seciions 3197 and 318, after “The
prm'l'_'iiu-nzi v this chapter” cach place that Lero apgeeacs; and
{2} in section 3186, by sriking “or 3183" and inscrting *, 3185, 3197 or 31%5".
{d] The talde of sectionz for chapter 202 ol ritle 28, United Staees € ode, i arnended by
m=erting ar the cnd the fallowmy;:
"11%97 Hxjradivion for offenses ool covered by an existing treaty.”™

"3, Extraditon abserd a treaty ”.

Title TV: Enhancing Prosecutino amd Freventlon of Terrorist Crimes
Subzite 4: Increased Penalties and Frelectlons Against Tervorist Acts
See. 41 Terrorism Hoazes.
[2) PROHIBITION ON HOAXES — Chapter 47 of title 18, Linted States Code, &
armended Ty ingerting after sectivom 1036 the following.
“Seg 1037, Fulse infurmation and heascs
“[a] CRIMIMAL VIOLATION - Whaever engages in any condul,
with imtenl to convey False of misleading inforonation, ol sircunsiances
where sucle maforranion may reasenahly be believed and wheze soch
infonmalion concerng an activaty which would constilute a vialaten of sccrion
LT3, 229, 831, or 23724, shall be hoed wreles thig uele o unprasoned nos more

than % vcars, a7 Dok,

_8D .
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) 1V ACTUN — Whoever engages inoany concuct, with mieol
Lo .-:c-uw:,r falze or mmsleading anfomEiaon, weler sincumstanees where such
udormatken coneeme an activity which would constdule a violataoon of secticob
175, 229, 431, ar 23528, 1 hable m a vivi action to sny parly incurriog
CYPENIes 0C klent 10 any sTeTgency Or vesligative response te Lhal condust,
foE those expenses.

“{c) REIMBUREEMENT —I'he court, m imposing & 5eufenee on A
defendant whar has beon convicted of an offense under subscotion (a), shall
order the defendant 10 reimbirsc 3y person o CAtny IMCBITING any CKPENses
mncidenl L 3y cETECOSY OF IMvestipatneg response 1o that conduet, for thnee
expehscs  For the purpase of this provision, a State or local government, or
provate not-for profie arganizalion el provides fce or eescue senvices that s
dispatched and respondy G such an emergeocy shalt be entitled to the greater
of acrpal costs of response vr 31,0000 A pecson oodered to ek
rembuirsement under thes subsecloen shall be jomly and severdly uble fo
such expenses with vach eiher pergon, o any, who 8 2rdoed o make
reimohursement wnder this subsecleen tor the same exponses An aade of
rermmbursernerd woder thes sulsectecn shall, far the purposcs of ectincernct, be

treated as a civil judgmnen 7.

-5
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(k) CLERIC AL AMENDMENT  The taMe of stetronz at the beginning, of chupter
&7 ol title 18, Ulnited States Code, is amended by adding afer the wem for sgetion 1024 the
follorwing: “HU37. Falee jnfornation and heaxes ™
Yee di2: Providing Materlsl Support to Terrorism
() Section 2339A00 af litls 18, United States Code, is aneended by -
(1) desigruting the firsl sentence a5 paragraph (1);
(2 designating the secand sentence a5 paragraph {2);
(3} inscrting atier “for life " the fallowing:
“{2) Whoewer, m or affecting intemstate or farem comuerce.
ar whils autside the Coited States and a maronal of the United Starcs
(s defimed in section L2033 20 legal enticy srgamzed under the
fuwes o e Uniled Saces (including any of itz Siates, distocts,
cormmtotw eahh, tervitorics or possessons), provides matenial suppart
or reSOUCCEs of conccals ot dispaises the nature, lacation, znuree, ot
cwiktlship of maverial supnort or respurces, knowmg o miending cha
they ane o be psed 0 preparation (or, or m carryang auol, an acl of
patermationsl or Jomestic terromnsm Cay debmned io section 233 L}, or
the preparatian for, or in canmang vot, Use concealment or sscape from
the crrmmission 10 any such 261, ur alleomps o1 comspices 1o de 5o,
skall ve puncshed as provided ander patagraph 1 7. and

(47 Doy imesenting 20l or” aflcd “underlying”

- 54 .
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{b} Seclion 2331{ 1) B) and (5HB) of title 18, United States Code, are each amended
by mserion by t-heir mature ar context” after “appear,
{€) Section 23394k of title 1E, Uniled States Code, i amended by adding at the end
the fellowing “The termn “rainmg’ oesns nstruction or tedchmg desipgned 10 gnpart a
speacitic skill.”
() Sectinn Z359B()d) of title 18, United States Code, is amended 0 read as
todiows:
(4} the rerm 'materwal suppart ar 1esourees' has the samre meaning ws
m section 23394 {including the defmition of “rainiag” in that section), eacept
that ha person may ke prosecuted under this scotien in comnection wiih 1he
tern ‘personnel” unless that person has knowiangly provided, attempted o
peovide. or conspired W pravide a terrenst organwatian with one of more
individeals Pehich may be or melude hmself] o work i concest with the
organization or aonder L diection ot conteol;”.
Sec. 483 Weapons af Mass Destruction.
(ap EXEANSION OF BCRISDICTIONAL BASES AN SCOFE. Section 2332a of
title 18, United States Code, iz amended hy
{1 amcneling paragraph (aj(2) o read as follows
{2} aguinsl any peesen or praperty within the Tiomted Stancs.

arnil
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“IA) 1he ool or any Facility of interstate or foregn
corunence i used b furtherance of the nffemse,

“[BY such property is used in meerstale or foreign
COMMWErce o in an activity that affects mterstate of Foreign
SOMMMNETEE,

() any perpetrator travels in ot cAuses another W
travel i interstate or forsign cammerce u furtherance of the
affense; ur

“[DY the offense, 03 the 1esults of the offense, affect
interstate or frcigh conwnerce, or, m the case of a threat,
atternpt, o gorgpracy, wikild have affecied inlcrstate or
[retgn commerce;™,

(2} in paragraph (ah(3], deleting the comma at the end and nscrong ™ or'
(3} 10 subsection (w), aditimg the lolewing al the end
(4] apainst eny praperly within the United States that i
cowvietd, Teased, cr used Lo 2 foreign goverunent,™;
(4} o paragraph {ch 1), deletimg “and™ al ke end,

(5] wn parggraph [cH2), delering e period at the end and ket ™ and™,

(B} an suhsection (o}, ingerting the (ollowmg ac thie el

S .
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“[¥) the term 'property” inctudes all real and personal

property.”.
(L) BEESTORATION OF THE COVERAGE OF CHEMICAL WEAPONS  Seclich
23125 pftitle 18, United States Code, as amended by subsection ), is further amerled by

i1} 10 the captien, debeting “uertain®;

{27 in subsection (a), delsting “{othe than & cliemical weapon as thal term e
fdefined in sectiom 229FF and

{3 in submecrion (B, deleling “{ oiher than o chemical weapon {as Lhal wmm is
defmed in sective 222E))”

(] CONFORMING AMENDMENT 10 NEW SELECT AGENT
BREGULATIONS. {1} Section 1T5bia( 11 of tile 1K, United States Code, is amended by
strikimy “us a select agent in Appendo A™ and all chat follows and insening e fllowing: “as
a now-uveriap of averiap select huelagica? agent ar toxm in [zections 73 4 and 73.5] al wle
42, Creede at Federal Regulations, pursuant to section 3514 of the Public Health Service AL
and s nat exempted snder fsaction 73.6] aftitle 42, Code of Federal Repulatons.™

{2 The amendment made by paragraph (1] shall 1ake etfoet ¢ the e Lime
thit [soctions 735 4, 72,5, and 73.48] al tille 42, Code of Federal Regolatons, becune

e fimcrive.

Nec 4Md: Ise ol Encryption to Conceal Criminal Activity.
(a) Pan 1 cf uike 18, United $taaes Cide, s amended by insening afer chaper

123 1he tallowing

.57 .
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"CHAPTER 124 - ENURYFTED WIRE OF ELECTRONIL
COMMUNICATIONS AND STORED ELECTRONIC [INFORMATION
“Her. 2801, Uinlawful use of ercoyption

“{4] Any persan who, durng .thi: cammzsion of & felony under
Federal law, kecwmgly and willfully soemypls any incnimmatmg
curmmmunicstion ur inforoubien relating to that felony —

“C 1] i the case of a st offense unde 1his setiom,
shiall D¢ itvgeisoned 1nod 1more Qa5 years, fmed under 1has 1ille,
or bath, and

“{2) 0 the caze of & second nr 2ubsequent offense
under thi zection, shall be imprisoned not more tham 14 yoars.
Tl under this Litle, or both.

b The teoms “endrypl’ wwd “encevption® refer 1o the
scramoling {and descianbling) of ware connnwoicalions, electrani:
Sanurnicaticns, or electronically stored infortaalion, wsing
mathemsafcal Boanulas or algoctins i ader (0 paeserve Lhe
confdentiality, sntegtity, of autheateedy of, and preveol unaulhories]
reciplents from gogezsing or alteripg, swch connumcations o
nformatun *

i) The toble of Chiopters 35 amended hy insecting afeer to Chapter 123, 1the fNowing

. 5K -
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“Chapler 134 — Encrypted Wire ar Elecironic Communications arld
Stored Electranic Informanan”
Sec. 43, Presumption [ur Predial Detention in {azes Inveving Terrorism.
Section 3142 of tthe 18, United States Code, is amended —
(11 1 subsection (e —
{A) by mserimy “or” before “the Mantime"; and
{B] By strking ©, or an aflense under sectote 9240c), 23afa), or 23320 of title
18 ot the United Statcs Code™ andd mserting ., an oifebise under scction 2244C), oF an
offense deseribed in section 23320 p) 5 )¢ B, and
(2] 1 subsections (1 HAY and (g)(1). by ingcrring “or an offense described in sectinn
233205 HY after “nntence”.
Sec. 46z “Mags Transportation Yehide™ Technical Correction
{a] Secoon 1993 of title 16, Unied States Code, is amended -
1y paragraph (7, by delenng and™ at the cnd,
(2} in paragraph {8}, by deleting the perwed at the end io inserting in liew
thereod ™ and”; and
(3} by mserting at the end shereof the following
“{U) The rerm “vehucle’ mesns any carmage or other
voodrivance wsed, or capahbe of beimg used, a5 @ means of

tramspuoration em jand, water, or throophoot the ar .

.50
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(b} The ticle of ehapter 37 of title 1%, United States Code, 15 amended to read
"RAMNROADS AND OFFHER MASS TRANSPORTATION 5YSTEME"

[ The table of chapters for Part 1 of tode 18, United States Code. s amesdsd in
the item refuting 1o chapter 57 by amendmg the Ltk to rr.a:;l “Ratlroads and ciber mass
tranisportation systerms’,

{d4) The title of section 1993 of ritle 18, United Stales Coede, 5 amemded by adding
“on land, water, o through the air™ after “svsiets"

{) The tabke of sections for chapter ¥7 of title 13, United Stales Code, 15 amended m
the item relating to section §993 hy adding “on land, water, or throwgh the air™ after
“yyberms”,

Sce, #07; Acts of Terronism Transcending National Boundaries.
jad Section 2332b of tiths 18, Unred Staies Code. (3 amendod —
(1} subsectson Cadi 1], by insertmg i 4 cage’ before “meolnong™,
(2} en wubsection () LA}, by inserting “wny peram ravels m miesale or
Foreipn comeeerce ™ Iefore “he meail"™; and
{3] i subsection () —
LA Ty arnectdings paragraph 117 b read as follows
110 the leren “sooduct trascendizg natienal

boundarics' neresans conducl eopraged

-l -
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“fA) by the defendant or anotber person outside
of the United States. (o addition 1o conduct scoumming i
the United States,
“{H) at the instiganon of & foreign power or of 2
person pueede af the Uiniked States; or
(] i furthergnee ol an abmective of a forcten
power or of a person outdide of the Unied States ™,
(B) im paragrapb {43, by sodboing “and™ ar the end,
(L) in paragraph {53, by siriktng e peiod at e end and ingertng ™;
and™, and
{12y by jmseTtmg ae the ¢nd the following:
"[6) the term 'foreign power® has the meaning pive
thad Lerm m section HH of the Foresgn Intelhgence
Survelllance Ace al 1975 (50 LLS.C 18010
© gh] Sectan L3E of ptle 13, Faied States C'ode, 2 amended —
i1 i1 submseceuom (). by strkmy “facilite " and msertiny “fuciliy of”, ad
() iny subsection (02}, by mserting “or [oreign® afier “inteesate”,
Sec. 408: Postrelease Supervision ol Terrorises.
Reclior 3583 ol mile 1B, United Starez Cade, 15 anwendod —
(1) subseciion (ed(3], by inserting “omoany such revocapan™ after “regoired o

SOTVET,

_Bi -
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{2} m subgection {h), by stnking “that 15 legs than the maximom term of maosonment
aethonzed woder subsecion (ed(37™, and
{3} m subsection {j)
(A) by stnking . the corrotdssion™ and adl that follows through “parson,™ ;, aed
(B} by inserting, “'and the seatence for any such offense shall mclude a term of
supeniged release of at least 10 vears™ hefore the period
Scc, 0% Suspengion, Revocation, and Denfal of CerttRcates for Civil Aviation or
Nativnal Security Reasous.
Chapeer 447 of title 42, Uniled Sudes Code, 15 amendesdl -
(11 in the <haprer analysis, by sercmg at the @nd die following
“34727  Suspenson, revocaton, and deniak of certificates tor civil aviation <1 nation:l
security reasens.”, and
(20 by aosendengs ol the el the Tollowing:
“& 44723, Suspension, revacation, 2nd denial of certificates tor civil aviation o
naHomal securyity reasonsg
“{a} Suspension of Certifleate. -
*“[1) Matification of Inifial Threal Determination. - Fhe Under
secretary of Transportarion for Security or desipnec shall notify the
Administrator of the Bederal Asnatiaon Adenmegtracion ot the denety ot -
“{AY any halder of 3 certificalc wsucd by the Adominmst rilu:

uncler thiz chaprer an wham the Lnder sceretary o desgnve Lias

nz .
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served an mitial deternination that the certificate hobder poses a theeat
iy ¢l @viation nr_natinnal BECUMY, Or

“{By ary holder of a cortificate wsued by the Adomnwserator
under this chepter oo whasn the Under Secretary or designee has
served an initial deteroination thar an wdividwal who has 3 controllng
or pwnership mterest in the certificate holder posss a whreat ta ol
aviation o hational secnrty by wirtue af thay imeerest.

"(Z) Suspension, — The Adminisrator of the Federal Avation Admmstralion
chall izsue an prder swspeealing: any cetlificate idencitied by the Under Secretamy or
designee pursuant W0 parapraph O AL o (B) - The Adenistrator's arder af
suspension shall be inmediately eifective and remam efective uabil-

A the Admimstrator wethdraws the order: or

*“{B) the Admunistratar ssues an order reveking the cerificale
The Adrmnwstator’s order of suspersion 15 nod subject b sdrmanisirariee or judicial
Tevigyr

“( Xt Drpportuntiy tn Respond to bnitial Threat determination. -- The
Under Secretary o designes shall afford cervificate holders and persons with 4
canlralling a1 ownership mnterest wdentitied 1n pacagraph (A or (B} natice and an
appuCtuily Lo cespomd @ an inisul determuination thag the certificale holders oz
peafens posc a threal 1o ceal aviatnn or netional secooty pricr 1o e isswance o8

fikal threat determination.

“R3-
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“[4} Judicial Keview of Lnitial ‘Threat Dererstination. -- The inirial
deferomnation by the Under Seeretary ot designoe that a certificate huolder or person
with g controlling or srmershi interest identified in subsecrion {a){ 1) A or (B) poses
# thresat tn civel aviation wr national security 8 not subject to judicial review:.

(b} Revocation ol Certilicate, —

(1) Notification of Final Threat Assesstent -- The Under Secretary or
designes shall notify the Adminstralor of the idertity of any cereifscate loldar
degoribed in subsection (a1 A) ot (B} on whom -

“[A) & withdrawal of inrtial threat determinanion has been served; or
(I} a fimal threat determinaton hias heen served
The Under Sexrelary 0 desiponee must ssue either 2 withdrawal or final ehreat
dedertyunation witho €0 days of the notaficatien of emnz] threat determenzation.

“(1} Revocation, — The Admorstrater shabl issue an order revokmg the
cerithcare held by a cectificate halder deserebed in subsection (s 11(A) or (B) on
when the Unider Secretay o desimnes hay served o Anal determimation that the
conficate Iodder poses a threat to civil aviatien or matiomal secumty o that a persen
whio Bias o controllng or awangrstop mverssn s the certtficare holder proses g threar Lo
cavil aviation ur narional security by vittos of (ot inferest. The Admdoistralor's crls
of revaacanen shall o immcdistely effective

“{F) Review of Final Threat Delermination and Onler of Revocation. -
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"{A} A final theeat derermonation by Lhe Uonder Secretary or designee
ar an order of revocation issued by Lthe Adimnizerzdor with regasd 1o a pemsuil
who is neither A citizen nor permanent cesident alien of the Unted States 15
ot subgert to admmistrative or judicial revew,

"(R} A person whe i3 & gitizen or permanenl resident alien of the
Urited Srates disclosing a substantial mterest in a final threat determunation by
the Under Secretary or designes vnder paragruph (1) and an order of
revacation issued hy the Adminkstrator uder paragraph {2) may seek Teview
of those actions by filing a petivian for review in the Umited States Court of
Appesls for the District of Calueibia Cireuit cr in the oo of appeals of the
United S1ates foa the circuil in which the persos resides. The petdion for
renview musl be Hled sct Jater than 30 days afler the ssuance of the order of
revocalion. The coust may allow the petition to be filed afies the 20 day
vy ifthere are reasvnable grovnds fr noo Ahng by the 3k day. The court’™s
veview i3 liuted fo determining whether it was arbitrary, capricions, 9T
otherwise nol accarding 1o law for the Tinder Secretary 10 make the fingl
thrcat determinasion and tor the Administrader to ssue the order of
FEvoEaLion.

"3 In any judicial review of the Under Secrerary’s derermnation and
the Administrator's oeder under parageaphs (17 and (23, the actions aere

brased oo elagsified infemoation (as defmed in section 1(a] of the Classified

W
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Ir_u.t'urmal ion Procedurcs Act) of schsitive seclyity informeatton (as defined
repulations issuwed under scction 3001 VB of this ¢itle) such information may
be submiced ve the Teviewing coart ex parte amd in cameta

“(d) Denial of Certficare —

“{1) Notificatlon of Threat Determiuation.-- The Under Secvretany or

Uemipnes shall notify the Adromispator of the sdeonty of
“TA ) anry pecson un whoo (e Under Seceerary or desipnes has sereed
an mitiz] or finy] delermnation thit the persen poses o threat to conl anation
or natonal secunty, ar
“IBY any entily on whom the Under Secredacy or desigmes has served
am mitial or fimal deteomaation that a pemsen who bas g controlling or

avarnee ship nceest do e entity poses o threat 1o civil aviation or nationsl

secuwity by viriue of thar inlerest.

“12) Denial--The Adronistrater mey nol 55oe a cerlificate o @y pecion or
erilily wlertifusd i paragrapl (17 unless the Under Secretary or designes has
witlndridn a detennnateeh that the person powés 4 threal. A deniel of certihcate
based oo an dnitial threat deennoation @ oot sabjece Lo adnnanative or jodicial
IEv i

{1 Opporiudily o Respond (w Enittal Thoeat determinution. -- The
Lnder Secreliry oo designes shall affurd spplicants for cerlificates and pereons wath
coolreblugs or rwoership iwtecest wieonlified o pacaezapds (1300 ar (B3] notice asd an

B (LI
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oppEortuilty te respond 1o an inlia] determigation that an applicand for a celificate or
peTION wi.th a controlling or owoership interest in an applicant poses a (hreat to ol
aviaton o national security prioe ta the ssuance of & final determination of threat
A5IC5RMICTL.
-(4) Review of Initisl Theest Delerminasion. -- The mitia] deterindnation by
the Lnder Secretury or desipmes thad an applicant for a certificate or person with a
romiTol ling ownership interest o an applicant poses s theeat to cival aviation or
national seconty 15 not sulgect 10 judicial revigw.
“{%) Review of Final Threat Derermnation and Certificate Dendal —
“{A} A hnal threae determination by the Linder Secretury or degighec
ardd the demal of centificate by 1he Admemasteator ander s subsection ol
regard to persan whe is not a citizen or cesident ahen of the Loned Stares (8
not swhject 10 adminisdrative o judicial revicw
"“{B) A citizen or permuneil 1esadent alien of the Lnited Stales may
aeck review of a fnal thregt depsrmimatiom by the Under Seeretary nr desimies
and denral by the Admmisgrater under this subsection by Alimg 3 peglaon e
eview m the United Staves Court all Appeals for the Distnce of Columbia
tireiut nr in the court al sppeais of e Cnitcd Sdates for the crcat o wiich
the pemson gesides. The petilion for coview most be filed no Tater Uian the 3010
day afier e ssuance of the denial  The court may allow te potilion to b

Tiled afler the 30l day only i1 there sre reasomable groonds for cen Bliog by

-6 -
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the 3h day  The courl’s review 15 iouted to determmmg whether it wias
arbalrary, capicivus, er ulherwise nol accordmg 1o w G the Tinder
Secrery to make the final theeal deterromstaon and for the Admanuscator
deny a centificane
0 Lo any judicial review ot the Under Secretay’s Anal thiear
determination and the Adimnsicaronr's demal, i the mﬁiuns weEn baged on
classified informeation (a8 dofined by section §{a) of the Classified byformation
Procedures Aci] or sensitevs security sntormation {as defined m regulations
issued under section 4011 Whp of this title) such mfarmation may be suhrmitied
By Uie peviewring cuurl ex parte and m carmera.
“(c} Coonlination with the Attorney Crencral — Nothing in this zectinn i intended
10 alter any provisions m section #4439 of thiz title The Linder Secretary shall coordinate
amy redquest 10 the Adramstrader ol the Federal Aviation Administration under this section
vkt the Attommey General on niters within the Attemey General's jursdiction voder secien
44553 7,
Sew, 410, MNu Statute of Linitativns for Terrerism Crimes.
{33 Scetion A2EADE of title 18, Uoited States Code, 15 amended by sirkiee @, iF1hc
gomnassion’ and A1t follows tieugh “porson”
i{h) Thez amendment mmade ey this section shall apply o e proseoution of any offens:
comeilted bellce, an, or afier the date of the snactment of this secoon

S A11: Penaltics for Terrorkst Murders

-8 -
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{a} Chapaee | 138 of title 18, United States Code, s amended —
(1}t the chapier anghymis, by insecting at the end the Tolluwng:;
#2300, Terrorist offenses resultmg in death.”; and
(2} by msertmg at the end the Tillowing:
“2339Ir. Tercorist offenges resubiing in death
"4 person wha, inthe course of an offense listed b section 2332W g5 BY or of
terrarisd activities {as defined o section 2510), emgages in conduct that results in the death of
a person, shall be punished by death or ooprsened for any term of years or tor bic ™
(b)) Section 339206 1) of eitke 18, United States Code, & amended bre inserting
“rection 23290 {emorist offenscs resweltong i death),” aker “destruction,”
Subiltle B: I[ncapacitaiing Terrovism Financing
Sec, 4110 Inereased Penalties for Tervorism Financing
Section 206 of the [ntemational Erergeacy Econore Powers Act (50 540 §
1705} & arnended
1) il subsection (a), by delotng "5 1000" and msertang B0 MK
(2 in aubsection (1), by deleting “$50,00K)" and ingerting 32 50,000", and by
delzing “len years” and mserting “twenty years”
See, 4210 Muney Launderlng Threuzh Hawalas
Seclion (956 e tile 18, United Srates Code, 8 amcided by adding ar the ¢nd the

fallowearne:

-G -
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“(1]{1) For the purposes of subzections {u)( 1) and (2){2), 4 ransactivn,
Crarsporation, wansmussion, or mansfor of fonds shall be consedered to be one
mvolving the proceeds of specified unlawfol activity, if the transaction, ransperatior,
tranzrmussron, a1 transfer w part of o sed uf purallel ar dependent raksaclons, ahy ¢0e
if which iovalves the procesds of specified anlaw ful activicy.

127 Ax usedd 1 s section, 4 “dependeie ransaclion™ is one that
cormpkeles or complemerts anofher iransaction or one that woudd not have
vucuned bug For another dransacoion.

Sec, 423 Suspension of Tax-Exempt Stams of Devignated Forelgn'lermarist
Organizations.

{20 Bection 301 (relacing (o cxemplion Fom tax on corporations, certan trissts, etc )
G arended by redesignating, subsection {p) a3 subsection (q) and by mserting afer subsection
(2] the following pew subgectiomn:

Pl SUSPENSION OF TaX-EXEMPT STATLS OF DESIGNATED

TERRORIET GROGANIZATIONS.

(13 N GENERAL  The exemprion oo tax under subsaction (&)
wilh respect Lo any cogandsdien shall be zuspetndad duting any period o
which the organization s a desenated terronst organIzghon

2] RESIGINATE THREOQRIST (HGANIIATION. For purmoses
af this subsestion, the term desigrusted (ememst GTRATEANON " TR ans &0

orgapization which,

- T -
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“[A) s designuied as 4 tevioest organezation by an Bxeculive
Order ar under the authority of
(i) section 2 1203y or 219 of the Imomugratien and
Mationality Aect,
“[ii} the International Emerpency Ceonomc Powers
Ac, or
“(iil) seetion 5 of the Uniled Navons Participation A,
or
"“[R} iz 2 pecsan lstedd moor designated by an Executive Crder
a8 sUppoThng termonst activily (as defined m sectiom 2E2{=) 30 ot
the lemmngration end Naticoalily Act) ot terronsm (as defined i
sectivn 1002 of the Forcign RBelatons Authonzalion Act, Fiscal
Years |G5E and 1985

“[ 31 DEMEAL OF DELUCTIORN. M deduction slial] by @l ed

under gectioe | 70, SA5{0)2), S50(hH2 ), 642(c). 2055, Z106(ap 2], or 2522
fur ary sonrilutios o an creanization during the period such organization 1s

a desipriared ITGEIST OTEANEATICL.

“id] GENIAL OF A1MINTSTEATIVE OR FIDICTAL

CHALLENGE OF SUSPENSION OR DENIAL OF DEDUCTION.
Momwithstanding sectirm 7428 o any vthe provisien of [aw, no organizateen

QT ather peessn may challenge o suspension undee parsgraph {20, 1

Tl -
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determonation or kslmg under paragraph (2], ar a demal of a2 deduchion under
paragroph (3] e my admietearive or jubicial proceedmg relating Lo the
oreawzalion's Federal tax labality
"3y CREDMIT OR REFLNDY I CASE OF ERRONEOUS
DESIGMATHON
“[A} I GENERAL. IF an coroncous designation of an
nrpanizstion pucswank o1 or more af the provizionz of law descnbed
in pararaph {2) resebls 0 an overpayment of meames o for any
lakable veur with 1espect W0 sucl organtzation, credid or eefund (wilh
mtevesty witl respect (0 such ovenpayinent shall be rde,
"R WAIVER OF EIMITATIONS 1§ eredit or refond of any
averpayment af tax described m subparagraph (A) 13 prevented at any
time hefore the clove of thee 1-year peringd hegmemg on the date ol e
deterrminatinn of such gredit or refurd by the operation ol any lew or
rules ol e (including res judicata), such rafund ar credi may
nevertheless be made or allowed 17 claim theeefor i« Tiled before the
close of such perasd ™.
(b I the lax exeaypteen of any o1ganization 15 suspended onder section TP of the
Imenal Eevenoo Code of Y985 (03 addod Ty subscotion {ad), 1he Inwccoal Bovenus Sarvie

shall updars the Tistings of tax- exempd organizatens and shal peblish Appropriale netee o
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tucprvers of such suspenswon and of the fact that conmbutions to such organization ace not
deductible dunng the period of such sspension.
Sec 42d4: Denjal nf Frderal Beaelits to Terrorists.
Chapter 1135 of tith 18, Einited States Cade, is amendsd —
(1) in the chapter analysis, by adding at the end the [ollosing:
*2339C.  Denial of federal benefits to terronsts"; and
(2] hy adding at the end the following:
=R 2330C,  Denmial af fedecal benefits o 1emonsts
"a) I genetal.  Agyy indivedoal who w canvicled of an offense hsled
i sesctian 23320 e S0 B shall, as provided by the sour oo rnotion of the
eovernenn, e incligible for any or all Federal benefits for any teren of weans
at for hfy
“{h} Drefiinion. — As wsed i this sectinn, *Federal benefic has 1he
meaning given that term in section 42 1444} of the Conerollcd Snbstances Act
(21 U157 Haz{d)h}.
Sec 4230 Lorrections (e Financing of Terravism Starure.
(@) Section 233902y of el 18, Cated States Code, is ametded by
(1] stoukimg “resoserces, ar tunds” and insorting, “resources, oF ahy fends
proscods af such funds'™;
(2] m suhparagraph (4], stokmg “were provided™ and inzceting “are o be

pravvrclid, o kawwringg that the sapport ar resoneees were provaded ™, and

_T
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{3} in subparagraph (B) -
| LA} striking “or any progeeds of such funds™, and
(B strikcig “were provided or eollected™ and inserting “arc ro be
provided or coikected, or knowing that the funds were provided or collected,”.
(b1 Scotion 23390 e} is amended by—
{1y stoking “and” at the end of paragraph {127,
2y redesipnatiog, parapraph {13} as paragraph {147, and
(2} mwerling after parageaph (127 the following: sew paragrapt.
“[ 1 3] 1he teron imaterial support of rescuroes’ has the same npeaning as tn

section 23394001 af this title. and”

[c] Section 23320 ST of utle 18, Thored Statess Code, s arnended bey msertine
1 afier “2339C (elating to fimancoig ol kazorsm™
See. 4260 Terrorism-Reluted Specified Activities lor Money Lavnderiog,
a) AMENDMENTS TO BICA.  Secien 96101 cf tide 18, Loited States Cade,
amended -
¢ ] in swbparagraph (B, by inserimg Usection 1960 (rekating to lepal money
transnmtters),” before Ysections 2251, and
{21 in subparagraph (1], by inserting, “sectinn 27d4 [ relating, to wen lawtol

employtnent al aliens),”™ belore “section 277"
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{b} AMENDMERTS T0 SECTION 1956{c){7).~ Section 1956(c}H 700 of title 13,
U mited Sfates f_?c:.u:lc, iz amended hy -

{1} striking “or sectivn 2339A gr 23308 or 2339R" and msertmg "seclian
231394 or 233UH",

{2} insertmg . or sestion 23390 (relsting to financing of terromo]™ betere
“nf this title™ and

(3} striking “or any fclony winlation of the Foreign Courops Practicss Act” and
muerting “any felany violation of the Formign Corrupt Practices Act, or any viclaion
of section 208 of the Social Secunty Act {relaling o olaaining funds through misnse
of a sucial securty rombsry”

Sce. 4270 Assels of Persons Committing Terrorist Acts Agatnst Foretpm Countries or
Ioternational Orpanicadions.

Section #8 0Wa L34 of ttle 18, Linped States Code, w anended by —

(17 sirikine "“or” at the end of ciause (1),

(2] rriking the penod at the end nf clawse (i} ad msentiog ™ or™ and

(2] inserhing the flinwing afier clavse (o)

(v} of any idividual, encty, o7 organzation enpaged

in planning or perpetrating any act of mematenal temronsm
(a5 defined in section 2330 againat any meemational
vrganizativn (as Jefined by section 209 of the Htace Deparimert

Casic Aothorities Acr af 1956G) or apainst any furegn

ST
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Covernttent, i3 citizens or residents, or ther property. Where
the property sought tor forfeture & located beyond 1he
termiorial boundanes af the United States, an act i fiutherance
of such plannmg ar perpetration must have occoeered within the
junzdiction of the Uniled Stares.”.
%er. 428: Technical and Conforming Amendments Relating to the USA PATRIOT Act.
[a) TECHNICAL COREECTLONS. - {1} Sections 5312023 0(C) and 53240k} of title
31 gre amended by striking “5333" each tive it appears and mserting *3331¢
(2% Seclich 322 of Pub 1. 107 56013 amended by striking "title 18™ and
inserling “ritle T8".
(2 Sectiom ST I EY of title 31, Uniled Stales Code. 5 anwnded by
striking “S31RATC B and msertme "3 IBA{2)¢ [} B]”.
(4} Sectim 5332(a)( 1} of titke 31, Uniled States Code, 13 amended by siriking
“yrticie of luggape” and insecting “article of uggags or mail”
(3} Section | F3G0bW3 and (4) ot tidle 18, United States Uode, are ameendesd
by staiking “deseribed i paragraph (2) each gime it appears; and
(6] Sectan BHI(EY of nitle 18, United States Code, = amended by sirikisg
“faregen bank'” each time it apnears and ingerting “foreigm bank or oo
wnsditition™
ik CODIFWCATION OF SECTION 314, (1) Clapter 46 of title 13, United Statss

Code, 15 amended -
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[AY ir Lhe chapter anatysis, by meerting uf the end the following.
"QET. Aﬂti-t:rrun:si forfeiture protection.”; and

(T3] by inserting at the ol the fofloswmy.
“§ 047, Ant-terrorisi Terfeiture protection

“{a) Right to comfest. — An qwner of properly thel 15 contiscated wnder this chapder
ar any other provision of iaw relating to the E:mfﬁcar.iuu. of msets of suspected international
terrarists, may cunlas that confiscatnn by Gling a clain in the nmanner set forch in che Fede al
Rules of Civik Mocedure [ Supplemental Rules for Cerran Admizalty and Martime Clams),
and asserting a8 an afirmative defense thal -
“r1) the property is not subiece Lo contiscation under such provision of law, o
“{2) Lhe imocent owner provasions of section SE30d) apply to the casc
"{k) ¥vidence. - In cansidering & clain filed under this section, 4 sourt ey adert
evidence thai 13 otheraise inadommssible under the Federal Rolos of Bvidence, if the court
dererimings that the evidence s cebiable. and that compliance with the Federa] Eudes of
Evidence muay jeopardize the aalivnal secobity inerests af the Lnited States.

"{¢) Claritications. —

“(11 Proiection of rights. — The exclusion of centan provisions of Federal Jaw
frum the defumtion ot the term 'eivil locfeiture statote' i secrion 3 340) shall nog be
censliued 1o deny an owner of property the cight o cuntest the confiseaton of assets
el suspectcd nvermational termonists under

"{A) subsection {a] af this section,

T
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“{BY e Consitution, ar
*{{) subchapuer T1 of chapter & of utle 7, United States Cade
{ cotmonly known as the ~Admimistrative Procedure Act™).
42t Savings clanse. — Wothing in this section shall limit or otherwse aftiece
any olhes remedics that maw be available (b an wwoer of property under seclian B89
er any other provision of law ™.
{2} Subsections (=2), (b), and [c) of section 316 of Pub L. 107-36 ae repealed
(c) CONFORMING AMENDMENTS CONCERNING CONSPIRACIES. -
{1} Section 33a) of ritle 18, United State Code 15 amended Ty nsening “or
cunspires” before 1o do any of the faregoinp”,
{2) Secteon 120607 of title 12, United State Code, is ameaded by—
[&] strbomg “attempes™ each time it appears and inserting “alterngls ar
conapires”; and
{B} mzerting *, ar if the abject of the canspiracy had been achicved,”

afier “the atteompied cifeose had been £ompleted”.

Title V: Enhancing Immigration and Border Scecurity
Sec. 501: Expatriztion of Terrorists,
Section 349 of the Fmmigranon and MNationality Act (8 U S T 14813 15 amended
(1} by mmendmg subscouan (a)f 3 o read s follows

W31 { AT enteniep, ot serving in, e aaed forces ol & forelen sate F

STk
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“\i} such armed forces are engagzed in hostilities agamst the Umited
Sh‘m:; LT
“4ii} such porson serves &< 2 commissivned of nob-conmssianed
wificer; or
"“{ B} joining ot serving in, ot providing setenal support (as defmed in
gecrion 23394 of title 18, Tinited States Code) te, a teiromst organizalion
designated wnder section 2120a)(3) or 219 or designated under the
Intemnacional Emerpency Bconomic Fowers Ace, f the organdzation is engaped
in hostikities against e Uoited S0atcs, s people, or its naliinal secarty
interests. ' aoal
{2} by adding w ihe end of sobsection (b) the fallowmg: “The velostary cenmission
ar perlormance of an act described in subsection {2H 3 WA o (B} shall be prima facie
avidence that the aut was donc with the iotentton af relinguisting United Sratcs nanonality.”.
Ye 502: Enhanced Criminal Pensliies for Vielations ol Immigralion and Mationality
Act -
ta) ENTREY CRIMES.  Secteen 275001 b of the Immagration and Natooalty Acq s
oS 0 12250l L) s amesoded by
17 steikig ¢ meanarhs™ and insertimg Cone year” and
{(2) =rriking "2 years” and ipaerting *3 years™
{U) REENTRY AFTER REM{IVAL. — Section 274 of the [nunigration and

Matienalily Aot {8 U5 O 13260 15 amwended -

LY
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(17 m subsecdion a), by sleiking 2 years™ and inscrimg "3 years™, and
(2} in sulsection (B3}, by striking *14 years” and mscrting “20 years"

(o) ALTEN SWMTUTGLIMG - Section 274(aH 2){A) of the bromgration and
Matiomality Act (8 U SO 1324(0(2H A)) 15 amended by sinkmg, “ooe year™ and nserting '3
YEArS

(d) REGISTRATION OTFEMEES. - 1) Sectum 294(e} of the lomigyation and
Boationality Act (B US.C. 1304(6)) 15 amended by siriking “be fined not o excond 100 or he
anpriscned not more than 33 days™ and inseriog “be fined under titke 18, Linired States Code,
of impnsaned oot more tan 9 days™

(2} Secticn 206 of the [mmupration and Mabionality Act {8 TLR.CL 1308) 35
arremided -

[A] n subsectoon (b), by stoking “he fned not o ereeed 3200 o be
mprsomed ol onore thas tbarte days" aed inseiting “be fimed undey Gtte 1%,
Uineted Stares Code. o mpisoned nat nmore 1han six months ™, and

(B} in subsection (o), by siciking "be fingd not to cvcend F1KID, or be
orprisoned oot more thar six aroichs”™ and inserting “'be fined under trtle 15,
Uniled Swates Code, or imprisoned not more (han one vear™

{23 UNLAYWFLUL WVOTING. — Sectinon 61 (D) af ttle 18, United Staves Cuode, ®
amended bwy siriking “one wear” and nserting “thres years™
see, 503 [ngdmissibility and Removahbility of National Security Aliers or Criminally

Chareed Aliens

- Hl -
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i) Section Z12{#H3) of the lionigration and Nationality Act, as grended. 5
amended by adding at the end Weteot the folkwimg new subparagraphs:

“{(1) An alwn whose eotry or propased activities m the Uniead States
the Attorney Genetsk has reasan ta believe would pose a danger 1o the
nationa] secw ity of the Eanited Stales a8 dotined in section 219¢e)(2) of the
Act s madenissible.

“[H} Ap alien whom e Attomey Gieneral has reason o believe i
chargred with nr has commitied a serious criminal offeuse in & conntry ather
thar the United States 18 inadissible ™.

fb1 Section 237(ah4] vf Inndgration and Nationaliy Act is atrended by adding a
the end thereat the follawing new subparagraphs:

“{E3 An alien whosc presence or aclivities in the Limted States the
Atromey General las reason o helieve pose a danger a1 the natiana] security
of the United Srates, as defined m section 2896 ){2) of the Aut & renxvable

“{F) A alien wham the Allonney Goaeral has reasun e believe 13
charped with of kos comnetted 1 serious citumal offense in s country other
than the United States 18 removabie.”

Sec. 504: Expedited Removal of Criminal Alicns,
{21 The caprion of Section 238 of the [mmigration and Mationality Act 1z amended Lo

read 2 [blows: “EXPEMTED REMOWVAL OF CRIMINAL ALIENE".

- Kl -
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(b} Seclivn 238(5) of the Imemration and Natienality Act 15 amended w read ag

“[b) Remaval of Crittipal Alens. —

1% The Attomey General may, o ihe case of sn abien
deseribed i paragraph (2), deterrmne the deportability of sach wiew,
and izsue an order ol removal pursoant (0 the .pr'l}l:l:durﬁ sed Hart]y i
this subzection or =eclion 240

“[2) An alien i3 deseribed o this paragraph if the alien,
whedher ar not admitted e the United Seates, was convicred of any
crimimal uffense covercd in 237(AM 2 AN, (B). {Ch, ve (D, without
reeaid w3 its dare of commissine.

(3] The Attnmey General io Ins discecdlon may a1 any tioes
cxgoiee any arder descrebed i paragriph (1], exzept during the 14
calendar day period after the dae tiar such order v mzued, unless
waived by the allen, o oeder tiar the alien has an opportundy e apply
Foor rudicesl review under section 242, oF 10 the rermerval has been stayed
under section 242(T1H2) of the Act Motwithatandmg uny athe:
provisien of law meleding section 2241 of title 28, United 3tates

Code, po ceont othee (han & covr of appeals pucsuant Lo 108

Jonsdiction under section 242 ol the 4o shall ave jurisdiston i

revigw ar 5ot aside any order, astion, vr deciion taken o wesued
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pursuant to this subseclion. Review i the conrt of appesls shall I
imited i determicing whedher the petitioner (1) 1% an alien and (i) i5
suhpect w i Anal judgment of convienon for an atfense covered io
section 23T (ap M0AMN ), (B, {17, or (1)

“4) Proceedings before the Aftormey General woder this
subseutice shall be in &ccnrdanu.: with such répulations as the
Anoeney Gemeral shall preseribe. The Attarney General shall provice
thiat —

“[3} the alien & piven reascnable notice of the charges
and of the appurtunily deseribed m subparagraph (Ch,

“(I) the alien shall have the pnvilege of bang
reprexented (a1 0o expensc 16 the government) by soch
ceunsel, authoriged 1o practice in such proceedings, as the
aben shall choose,

“(C) the alicn has a reasonahle oppurtiabity toomspect
Lhe evidenee and rebut the charpes,

1% & determunation is mude B the recard that the
mdrvidyal upnn whom the notive Tor the proceedmp unader this
zechion i served [eiker o persen of by mzl] 50 fact, e
alien named 0 such eolice,

WEYarecwd is maintained for judicial zeviow, and

.M3 -
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K] the finul order of removal i nel adiudicared by the
same persan whe issues the charges.

(5] o alien described in this section shall be cligitle R ary
relief from remeoval that the Atb:lmi:].r. Crenetal may grant m the
Anprmey Genteral's dsorenon ™

{1 Section 238{c) af e Innugratinn and Natonalily Act relating 1o judicial remaosal
i aroerded to tead as folows

“red} Stipulated judicial vrder of deporation. — The Lnieed States
Atumey iy, pursuant to Federal Bule of Criminal Piseedure 11, enter ima a
plea agrecment which calls fur the alien o waive the right to novice and 4
hearing vader this section. a0d stipulace tn the enwy of @ judicisl orde-of
deportation fror the Uared States as a condition of the plea agmeenent or s
a comdition of probation or swpervised release, or bath. The Uuited States
district courl. in Bagh felany and misdetneancs cazes, and a Luted SHates
mauistrate judge 1N misdemeanor cades, miay aooept such o stipulation and
shit] farve jurisdiction s enter s judicial order of deportation pursuant to the
tentes wf such stipulation.™

(] Section 24201123 of the hmmigsatios and Nagignalmy Act 15 amcnded 1o read as
fiodlovw s

2} Particular cascs - Ivotwithstanding aoy cther provision of law, 5

coitrt shail =njoin o1 slay, whether teoperarily @ ethersise, ehe removn cF

J8d .
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any alien pursuant (o a final order under (his secrion undcss the aien shows by
clear and convivcing cyidence that dhe entey of execution of such order i
prohibited as a nanter of law."
Sec S05; Clariffeation of Contidulog Nature of Falure-to-Depart Offense, and
Deletinn of Frovisions on Suspenslon of Sentence.
fa) Subparagraph (A) of scction 243 (u)(1} of the immigrapon and Nationality Act (8
TS0 1253=y 1) 35 amended 1o tead as fullews.
“(AY willfully—
{1y fanlz ot reluses 10 depan from the United Stawes within a pericd of
30 days from the dae of the final erder of removal under adionnstiative
processes, ar if judicial review is had, then from e date of the final arder of
the ¢ouet; ar
{2} cemaing in the United States more dean 30 days after the date of the
final is had, then taofe than 30 davs afer the date of the final order of the
eoert,”
{1 Scesinn 243 of the Imonigracion and Matonshly Aet (2 L5 00 12550 15 amendesl
b slecking-
{17 paragrapl (%] of suhsection (a), ad
(2] subwection (b1

Fee, 9. Addidonul Reroval Authoriges.

. K5
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] (4] Sectivn 2410 1) of the Imrigracion and Mutionelity Act (8 U5 O 122 (B L)} =

2 amewded by inserting an the ¢od che following:

3 "1y OTHER PLACES OF REMOWYAL. -

4 “I1) The Attomey General may duect shat the alien be remnoved
a {u another country or yegion if the Abomey General detenrines that

4 refeeval to any country specified in the preceding subparagraphs is

T impracricable, inddvizahle or impeesible.

A {11 The Anomey General may dicect thin an alien Do senaosed
g b angy coankry or region regardicss of whether the country or regian
L has o povertrnanl, recognized by the United States or otherwose.™
[ (by Sectiun 24 L{b2) of the Iomrugratien apd MNapwmahty Ace (8 U5 CO V22101 )0 s

12 amended by tsecting al the end the fallowng

L3 (7] (FTHER PLACES OF EEMOYAL.

L4 “(ip The Atumey Geoecal iy ditect that the adien e remuved
L% ' o anether countey or cegien if the Arorncy Ceneral determnines that
e rernoval L sy country specificd in the preceding subparagraphs is

17 impracoeable, wnwdvisable, or napossible

15 i3 The Atleney Gioneral may direct that an alien be semosved
1 oo any country or repion pegardirss of whether the county o egian
2 ftas 4 povomiment, recopnezed by the Uniled Soates or othorage ™
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